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#$%&'( ]s9tkuvè�]��ZcdeWä¡�h^_`ab]/s9tÐ�9�ls�9�è�3\nIJwexùúdñ" "

s�9�zs{vz9�]��"
5R6G>5?9>6S"yz"

/s�9�Zcde3�abw¹³9�bs�9�nøÑxùúdñ" "

172.26.34.223 - - [01/Jul/2005:12:05:27 -0700] "GET  
/trade/app?action=logout HTTP/1.1" 200 2953 

\+ZWV]s�9�]~�%&'[ð+edð´ñ" Ò=[CÓ&%CD==HG[DG=HGD�"Ô=�==Õñ\+'zs{vz9�lÊ³+edð´ñ
#$%&'( Wäzs{vz9�noÿes�9�n~�Z45ÕÖä#$%&'("Î,Ï �Öv��×{n?@wä|}æ]~�×Øn°
±wð´ñÙl(.]s�9�ZWäzs{vz9�'[ð+edð´ñzs{vz9�%&'[ð+edëdqrä#$%&'('
s9tkuvnÕÖµ÷Zzs{vz9�®n¶�·e�plwð´ñ" "

s�9�]Ùl(.Wäzs{vz9���6^k�]è�n ¨µA�W;�ðH('ä#$%&'( ¡�h'°±n�pA�';
µqr';�ð´ñ²¨³ä#$%&'( ]¡�h'zs{vz9�]Á?�����6^k�nÚ°±´µA�';µqrë.ä¦
6v���ÄÛóô]qr'ÜÝ­+ð´ñ\]DZ�ä,-]qrZ¡�h'zs{vz9�nè�´µ\l';�ð´ñ" "



�"

! Þwës9tkuvè�n�p¹Y]zs{vz9���]ßà"
! ��zs{vz9�n¯cs�9�]zs{vz9���]°±"
! zs{vz9�1��k�]a�Ôá6�89iâëµzs{n69Z�Öµs�9�]45ÕÖj"
! Ý6¢×s£ú+¹zs{vz9�qriã6ÝkBæë.jn #$%&'( �Á?�»µ�pZ´µ"

\]�äkuZcdeWä¡�h^_`ab]/zs{vz9�3\nIJwexùúdñ" "

s�9����9�6�89]��"
5R6GIJK6{Xl|6"yz"

���9�6�89Wäs9tkuvzs{���|}zs{Zäs�9�n|}tuë���9�ZÄ¶´µ¹YZ#$%&'('
oæwð´ñ���9�W�7ã6ð¹W^si6�¯Äú+ð´ñÏSZWä�7ã6���9�n^si6���9��Ä
¶�»ð´ñ²¨³äOåa�jv" 172.26.34.223 Wä�`'�7ã6���9��´ñ¹ùwä\]�7ã6���9�W
ä[�D ]�pë^si6���9���� 172.26.34" ]�pë�b6�lwe]^si6���9�ZÄ¶�»ð´ñ"

#$%&'( noplä#$%&'(" ¡�h's�9����9�6�89]ïìn±Ð�»ð´ñ\+Wäs9tkuvzs{���9�
6�89's9tkuv���|}vwät�vuyzä���8�§¨xu]oæZ}~næç´¹Y$��´ñ|}zs{
���9�6�89�ä#$%&'("Î,Ï ]����¬­èUnéêwe|}´µvwl|}n?@´µxuZ}~wð´ñ" "

s9tkuvzs{���9�6�89WäS,.I,'M,1S<P*'Ì" noÿe°±wð´ñ|}zs{���9�6�89Wä#$%&'("
Î,Ï |}a�Ôá6�89]s9z�26vn¬­ôx1��89ßk�ak��°±wð´ñ" "

/s9tkuvzs{3���/|}zs{3]LMWäò4]/s9tkuvzs{l|}zs{3nIJwexùúdñ" "

5R6GIJK6{Xl|6"0R'"

s9tkuvzs{l|}zs{�¡�h'o¨µ���9�6�89ZW,-] >c]j�b';�ð´ñ" "

! >¥���9�6�89Wäs�9�ntuë��ëúë���9�ZÄ�wð´ñ²¨³ä[�D<DE<>;<DD>" ë.]" Oå
a�jvWä>¥���9�6�89noÿe" [�DäDEä>;äDD>" ë.]���9�ZÄ�ú+ð´ñs9tkuvz
s{�>¥���9�6�89n°±´µlä|}vwZ4weWìíZ{|#ës9tkuv'�¨ð´'äs9t
kuv]vwZ}~nî¨ä8�§¨xunï�wð´ñi^si6���9�j�b�]y8�§¨xu'oætu�
´ñj"

! ¤¥���9�6�89W>¥���9�6�89]ðf�´ñ¤¥���9�6�89�Wä�7ã6���9�]
y's9tkuvú+ð´ñT]¹YäOåa�jvW�9ß6â9�ZÄ¶ú+ðH(ñs9tkuvzs{�¤¥�
��9�6�89n°±w¹qrWäCsb�¢6�no¿ëÖ+³" Oåa�jvnR?Z|}�»ðH(ñ¤¥���
9�6�89�?@ú+¹s9tkuvWä�b���9�6�89�?­+¹�]����{|'ñxë�ð´'ä
>¥���9�6�89�?@ú+¹s9tkuv��{|'ñx;�ðH(ñ" "

! �b���9�6�89Wä>¥���¤¥���9�6�89nòyr¿H¹Àón¯ôr¿Hð´ñ�b���9
�6�89nopläOåa�jvWä�7ã6���9�lkl^si6���9�i[�D<DE" l" [�D<DE<>;" ]òyr¿
Hn[�j]Oì�s9tkuvú+ð´ñ\+Wäõ�{|]õd]s9tkuv1��89�´'äõ��]ó];
µ|}æ«nÈÉwð´ñ" "

" "



B"

ö):"t��b��Wäs9tkuvzs{���9�6�89Wä>¥���¤¥���9�6�89]òyr¿H�°±
ú+ð´'ä|}zs{���9�6�89W�b���9�6�89�°±ú+ð´ñ" "

���9�6�89]j�b¾¿ZcdeWä¡�h^_`ab]/���9�6�89n°±wet�vuoæn¡�3nI
Jwexùúdñ" "

}~"�9G`oX9`oX9>5S(,:+IJK6G'X'g~���"

Splunk¡�hWäÀ±]²v�ä¦6vð¹W¦6vzs�n¯cs�9�ZÀ?Zéæ´µs9tkuvzs{���|}
zs{���9�6�89b6bn±Ð�»ð´ñ±÷#ZÀ±]¦6vzs�Zfwe|}nm�´µqrä\]xunoæ
weä|}óunGºúHµ\l'�»ð´ñø]ZäN�] syslog s�9�n¬­Zs9tkuv´µqrWä\]xu
noÿes�9�'op�`#ët�vuvù6vnú­´ûZüôð´ñ  

\+­À±]���9�6�89b6bn°±´µì!Z4´µLMWä¡�h^_`ab]/²v�ä¦6väð¹W¦6v
zs�]¢vz{���9�6�89]°±3nIJwexùúdñ" "

���s�9����s�9����6�]��"
���5R6Gcde5R6G���XY"yz"

s�9�ZW [�,º�ý@ú+µ�]';�ð´ñ#$%&'( WäÙl(.s�9�nt��b��Xwxè�wð´'ät��
b��éêZÀÁ�»ëd���]s�9�';µqr';�ð´ñ" "

#$%&'( ]���6�è�]t��b�°±n¾¿´µì!ZcdeWä¡�h^_`ab]/���s�9�]s9tkuv3
nIJwexùúdñ" "

���5R6G"���XY��3IJK6{Xl|6"��"

N�]s�9�Z���6�������9�6�89n�plä#$%&'( Zïþ'éæú+ð´ñ" "

! [=N===5s�,º]�:" #$%&'(Wäs9tkuv´µ÷Z[=N===5s�nÿ¨µ�n[=N===5s�!Z��we��
�Zwð´ñ���]k�]õ¼Z"I,M0GGM1&'P0M,-" ��6b�nÕ wð´ñ¹ùwä�����"c]s�9��
b6�lweè�wð´ñ" "

! [==N=== 5s�,º]s�9�Zf´µ���9�6�89:" #$%&'( �Wäs�9�]õm] [==N=== 5s�]yn|
}��Z��wð´ñ¹ùwä�d�]õm] [==N=== 5s�,#]���9��|}tu�´ñ" "

! [N=== ���9�,º]s�9�Zf´µ���9�6�89:" #$%&'( Wä[c]s�9�]R?]õm] [N=== ��
�9�n$%&Â�¯ê�ä^'vnºZ(ÃúH¹l»Z)s×s�we���9�lwe��wð´ñ\]l»ä
s�9�]*�]¥ÄWäs9z×u��Üëqrn¯¹ëdÝ6t6z���wð´ñ" "

" "



F"

t��b���6b���]��"
7V�'GVWX'YZ["yz"

#$%&'('s�9�t6zns9tkuv´µl»äÙl(.]s�9��+,´µ-5]��6b�äcð�]|}���jß
6��+,Zoæ´µ��6b�nt��b����wð´ñt��b�]��6b�ZW,-'[ð+ð´ñ" "

! host: Ãd.²v�¼ð¹Ws�9�nF@w¹âk�C6ut5sv] IPa�jvnÀ±wð´ñF@w¹À±]
²v�n¯cs�9�]|}]/�0yZoæwð´ñ  

! source: s�9�'s9tkuvú+¹�©sb¼ð¹WBv¼nÀ±wð´ñ|}´µs�9�n/�0�äð¹W
t6zè��^9�]1�Zoæwð´ñ  

! sourcetype: access_log ð¹W syslog ë.s�9�'�´a�Ôá6�89äâk�C6uð¹Wt5svt6
z]zs�nÀ±wð´ñSplunk¡�hWä�Y¦6v]lÅn±Ð´µ\l'�»ð´ñð¹WäSplunk's9t
kuvnÕ ´µ÷ZÂÃ#ZF@´µ\l��»ð´ñ sourcetype noÿe|}´µs�9�n/�0�äð¹W 
sourcetype nt6zè��^9�]1�Zoæwð´ñ  

s9tkuvè�� #$%&'('À±´µt��b���6b�]-Ñ���ä|}�oæ´µì!ZcdeWä@6Ø6^_`a
b]/t��b�l>¥��6b�]oæ3nIJwexùúdñ" "

��VWX'Y"Z["

#$%&'( �Wäs9tkuvzs{�À±ú+¹t��b���6b����|}~�ZÂÃ#Z��ú+¹��6b�'2Ä�
ëdqrä� ]��6b�n���»ð´ñ#$%&'( ijk7^â67ãlweä\+­]¢vz{��6b�n?@weäò
3]_6£ZÀÙw¹ä$�ës�9�%&n���»ð´ñLwxWäò4]/s�9�]��3]ènIJwexùúdñ
\\�Wä,-Zcde4�ð´ñ" "

! #$%&'("Î,Ï ð¹W°±�©sbnoæw¹|}~�]¢vz{��6b�]��" "
! t��b���6b���]s9tkuvzs{]¢vz^s£i56WwðH('äA�Zëµqr';�ð´j" "
! ¤¥t6z¦6v]��6b�|}]?@" "
! ¦6vÄÅè��Zªk«6Õ»�©sbiJ#7" ���" /#"8ªPL0'.," �©sbë.j¬­¢vz{��6b�n��" "
! ��6b�]ÓsÔav?@"
! ^b95Ô`6��6b�]°±"

" "



[="

��6b�]���d"

��6b�Zcde"
VWX'Y()*+"

��6b�Wäs�9�t6zZ;µ|}tuë¼½l®]ùa�´ñ��6b�Wä��6b��è�ú+µ´se]s�9
�n?µs9tkuvú+¹���9�l¯?ú+ä¼½n¯ôäT]¼½�|}tu�´ñ"

²¨³ä,-]|}nPeyðw:pñ" "

host=foo 

\]|}�Wäfoo ]®n¯c host ��6b�]s�9�n|}´µì!n host=foo ��wedð´ñ\]|}nm�
´µlä#$%&'( Wäâëµ host ��6b�®n¯cs�9�W|}wðH(ñ ð¹äfoo n®lwe+;´µT]D]��
6b�n[�s�9��|}wðH(ñ cð�ä\]|}�Wä|}56ZSZ foo n§¨w¹qr��<=n/ÿ¹|}�
�'�ð´ñ  

#$%&'('s�9�t6znè�´µ÷äð>s9tkuvzs{�äVZ|}~��ÂÃ#Z��6b�n�����±Ðwð
´ñ" "

! s9tkuvzs{�Wähostäsourceäsourcetype ë.n[�ks�9�]ë�?ët��b���6b�n�
�wð´ñ t��b���6b�W´se]s�9�Z+,�´ñ  

! |}~��Wäs�9�t6z¬­@Ad×Ø]��6b�nÀ±we��wð´ñ ²¨³äuser_id ��� 
client_ip ��6b�]²lweT+B+ user id=jdoe ð¹W client ip=192.168.1.1 ë.ä36ë��6
b�¼/®ùan|}wð´ñ  

f9>?VWX'Y"��3��"

#$%&'(] OK|}nº�ZUæ´µ¹YZWä¢vz{��6b�]� ���ö¯]ì!n0µA�';�ð´ñ¢vz{��
6b�noplä_6£ZÀÙw¹$�ë%&n9y�we���»ð´ñijk7^â67ãWäò3]D]#$%&'(@6Ø6
'oæ´µÀCë¢vz{��6b�n±Ð�»ð´ñijk7^â67ã^_`ab]\]�u�89�Wä��6b�n?
@wäö¯´µúðDðëì!Zcdeä���\]xu]odìnä²nÜÝe23wedð´ñ" "

\\�Wä,-Zcde4�ð´ñ" "

! |}~��7���6b�]� "
! s9tkuvzs{��6b���]¢vz^s£"
! ¤¥t6z¦6v]��6b�|}"
! �©sbªk«6n¸ÎZw¹s9tkuvzs{��]°±"
! ^b95Ô`6��6b�ý&�e]°±"
! ��6b�]ÓsÔav?@"

" "



[["

|}~����6b�]� "
@ABCNVWX'Y"��"

#$%&'(noæ�ä#$%&'('s9tkuvzs{���|}~��ÂÃ#Z|}´µ-5]��6b�Z� ´µqlëµ7wd
��6b�]?@'A�lëµ´EZÑF´µqr';�ð´ñijk7^â67ãWä96{�956]¹YZ��6b��
�n¡�´µüqZ;�ð´ñ²¨³ä#$%&'( ijk7^â67ãWäs�9�t6zÍÎÙGH]-¥lwe��6b���
nUæwä¤Û]��6b�nÚ±Ðw¹�ä7wd��6b�n?@w¹�weäI�ónú­wä96{>]D]#$%&'(@
6Ø6'��6b�noæ´µº��`#ëåÌónºÝµ��òynwð´ñ" "

#$%&'("'ÂÃ#ZÀ±w¹��6b�]DZ7wx��6b�n?@´µA�';µqräT]mJZWdxc¬]ì!';
�ð´ñ��6b���Zoæ�»µ #$%&'("Î,Ï ]xuW¹xú(;�ð´'ä°±�©sb]YZldpì!Z�� #$%&'(
]5kuÓ9����w¹��6b�n� ���¡�´µ\l'�»ð´ñ" "

\\�Wä#$%&'("Î,Ï ]��6b���]��nÏSZ23wä°±�©sbZ�µ��6b���]¡�ZcdeLMna
bwð´ñ" "

#$%&'("Î,Ï"g���@ABC"VWX'Y��"

#$%&'("Î,Ï ]xunoÿ¹|}~�]��6b�� Z4´µLMWä@6Ø6^_`ab]/7wd��6b�]��l� 
3nIJwexùúdñ\\�Wä��n23wð´ñ  

56>�8{W�^VWX'YZ["��"

#$%&'("Î,Ï]fKr��6b���xu" iOLMj" noÿe¢vz{��6b�nø~Z?@�»ð´ñOLMnoplä;­gµ|
}n"c,º]��6b���p\l'�»ð´ñÝ6¢bs9tkuv^�9� OLM'o¨ð´ñOLM]oæZcdeWä@
6Ø6Ns�]/#$%&'("Î,Ï �fKrZ��6b�n��3nIJwexùúdñ"

OLMZau�v´µZWä|}nm�weä��6b�|}��]zs{vz9�]-Z��ú+µ�Ýk�«'9¬­/��6
b�]��3néêwð´ñOLM�Wä[wZ"c]��6b�]yn��´µ\l'�»ð´iX��Oý&nYZweä¼��
�]��6b�n���»ð´jñ" "

@A�#6Y"��"

#$%&'( ZWäúðDðëì!���6b�n��´µ¹Y]kl|}�^9�';�ð´ñ\\�WäT]�^9�n-Ñwð
´'äT]LM���oæ²ZcdeWä|}Ô�©j9vð¹W@6Ø6^_`ab]/7wd��6b�]��l� 3n
IJwexùúdñ" "

P�1,ª" |}�^9�Wä|}&ÂhZ[Y¹�b6�nÍ±´µ" å,1%" ]X��Onoÿe��6b�]��n�dð´ñ" "

P�extract (ð¹W/(,KCT0%&,3æ kv) |}�^9�Wä|}��¬­Qï#Z��6b�l®n��wð´ñ1�nÍ±w
ëd� extract noplä#$%&'( W props.conf Z� ú+¹��6b���&Âh(vz9Ø)noÿe��6b�n
��wð´ñextract noÿeü?·� P*'Ì" �©sbZ� w¹��6b���n�v��»ð´ñ  

  



[D"

! I&%M!(T" noÿeä��×s9ä�qr]s�9�¬­��6b����®n��wð´ñ\]�^9�Wäk�]�Z
fwe7wxs�9�n?@wä�]zs�b���6b�¼nÕÖð´ñ"

! ªI%(T" Wä'2Üù67]�×9Øu�89ë.äªI%"qr]s�9�t6z¬­��6b����®nQï��wð
´ñ" "

! (TÌ*1I" Wä�Y±Ðú+äR#å©ST)�UV/8C,MPCSKSM,ICÌ*1IC" ð¹Wä¢vz{a�Ôá6�89]t�ju�Ô
R#å©ST)�UV/8C,MPC0$$SC" ZÚÛú+edµ��6{�9�j6�n¸Zä��6b�C®ùa�s�9�n��wð
´ñ"²¨³äÌ*1IWS0%,S�*1-,1" ]qrä#$%&'(WäS0%,S�*1-,1<Ì*1I" n|}weä\]��6{Zfweè�ú+¹´
se]s�9�]®n��w�plwð´ñ"

#$%&'("NVWX'YpgD�����"

#$%&'( �Í±�»µ��6b�¼Wä,-]ab�©�k�&Âð¹Wa9«6×s9]y�´ñ" "

! ��6b�¼ZÍ±�»µ&Â:0ÔXN"QÔYN"=ÔFN"�" "
! ��6b�¼]õm]&ÂZ" =ÔF" ð¹W" �" WÍ±�»ðH(ña9«6×s9i�j¬­¶ðµ¼½Wä#$%&'(" ]>¥¾
�Zoæú+edð´ñ" "

! Z÷&ÂWoæ�»ðH(ñ" "

#$%&'( �Wäs9tkuvzs{ð¹W|}~�Z�µ��Z4¿­>ät��b�ð¹W¢vz{°±�,-]��néæw
edð´ñ" "

[< 0ÔXäQÔYä=ÔF" ]×Ø¤]´se]&ÂWäa9«6×s9i�jZ¦»§¨­+ð´ñ" "
D< &[]a9«6×s9W´se¢£ú+ð´ñ"&[Z" =ÔF"&ÂnoplÓ×6Zë�ð´ñ" "

�~V��5'��(d�@ABC"VWX'Y��"

ijk7^â67ã]�xWä°±�©sbn,we¢vz{��6b�n¡�´µ]'��ÏSùl\Xedð´ñ°±�©
sb�Wä96{�956'oæ´µ¢vz{��6b�]� äö¯ä���×sÜ×Ô]]Ñ'�»ð´ñ" "

$SPLUNK_HOME/etc/system/local/äð¹W $SPLUNK_HOME/etc/apps/ ]^Â]¢vz{a�Ôá6�89t�ju�
Ô�YZ´µ props.conf Z|}~���6b�]��n� wð´ñ(¢vz^s£w¹t6zn?]³656ZÏSZ_
cw¹dqrWä¼hnoæwexùúdñ)  

ö): $SPLUNK_HOME/etc/system/default/ ]�©sbWYZwëd�xùúdñ  

°±�©sb]�`#ë>aZcdeWä¡�h^_`ab]/°±�©sbZcde3nIJwexùúdñ" "

øÛ0]l��ä#$%&'( WäX��Oi1,.,ª,Sjnoÿes�9�t6z¬­��6b�n��wð´ñOLMnopqrä#$%&'(
WX��OnF@wð´'ä\+�W-wZ"c]��6b�w¬��wðH(ñbZä°±�©sbn,Xeü?·���6
b���n°±´µläX��OnÂÄ�Í±wëÖ+³ë�ðH('äA�ZËXe��]��6b�n��´µX��On
°±�»ð´ñ" "

$�:"X��O��b6�n9y�´qrWäc�Â&Âð¹Wa9«6×s9n[���6b�¼nÀ±wëÖ+³ë�ð
H(ñ" "

" "



[>"

! ��6b�¼ZÍ±�»µ&Â:0ÔXN"QÔYN"=ÔFN"�" "
! ��6b�¼]õm]&ÂZ" =ÔF" ð¹W" �" WÍ±�»ðH(ñia9«6×s9" i�j" ¬­¶ðµ¼½Wä#$%&'(" ]>
¥¾�Zoæú+edð´ñj" "

! Z÷&ÂWoæ�»ðH(ñ" "

f9>?@ABC(d�VWX'YZ[�~"� ¡¢"

[< s�9�]��6b�nÀ±´µBz69nÍ±wð´ñ" "
D< s�9�¬­��6b�n��´µX��On):wð´ñ" 1,ª" |}�^9�noÿ¹|}nm�weX��On�v
��»ð´ñ" "

>< $1*$S<P*'Ì" ZX��On� weä¦6vä¦6vzs�äð¹W��6b�n|�w¹ds�9�n[�²v�ZÔ
9uwð´ñ" "

;< ��6b�®'S«]-¥]qrWäÌ!,%-S<P*'Ì" ZÓ9�Ô6n� ´µA�';�ð´ñ-]²/³Ü�6u9¬­�
�6b�n?@3nIJwexùúdñ" "

$SPLUNK_HOME/etc/system/local/äð¹W $SPLUNK_HOME/etc/apps/ ]^Â]¢vz{a�Ôá6�89t
�ju�ÔZ;µ transforms.conf ��� props.conf �©sbnYZwð´ñ  

ö): $SPLUNK_HOME/etc/system/default/ ]�©sbWYZwëd�xùúdñ  

H< #$%&'( nÚdÃwe¾¿n;{Zwð´ñ" "

$1*$S<P*'Ì"(£¤¥¦9>6§g��"

��6b���vz9Øn props.conf Z� ´µqrWä\]qrnodð´ñ  

[<spec>]  
EXTRACT-<class> = <your_regex> 

! <spec> W,-'o¨ð´ñ  

" <sourcetype>äs�9�]¦6vzs�ñ  
" host::<host>ä<host> Ws�9�n²v�ñ  
" source::<source>ä<source> Ws�9�]¦6vñ  

e� <class> W��u×vñ u×v]f8ýg��:  

" ku×vZfweäSplunkWäõf8°±ÜÝku¬­]°±n�Öð´ñ  

" ;µ source ��� sourcetype ZfweÀ±]u×v'Í±ú+edµqrWäsource Zf´µu×v'f
8ú+ð´ñ  

" ø]ZäÀ±]u×v' <spec>æ]../local/ for a ZÍ±ú+edµqrWä../default/ ]u×vnº
4»wð´ñ  

! <your_regex> = Wä¢vz{��6b�®nÁ?´µX��On?�ð´ñk�b6�Wâëµ����6b�n�
´¹YäX��OZWä�b6�n9y�´¼½'A��´ñ  

ö): s9tkuvzs{Z Splunk'��´µ-5]t��b���6b�]°±üýlhdä|}~���6b����W
s9tkuvZ4»0ð+ëd¹Yä transforms.conf ZWäDEST_KEY WA�;�ðH(ñ|}~����ú+¹��6



[;"

b�Wäs9tkuv]Ð6lweÛiwðH(ñ  

ö): |}~���6b���]qräprops.conf WäTRANSFORMS-<value> �Wëx EXTRACT-<class> ns9tk
uvzs{]��6b���]°±Zoæwð´ñ  

@A>5?VWX'YZ[v"

\\�Wä°±�©sbnoÿe°±´µäüÃ]��6b���]²nabwð´ñ  

¨:*j�X�XYVWX'Y"��"

\]²�Wä7wd/Ó×6�6�3��6b�n?@´µì!nabwð´ñ\]��6b�Wädevice_id= Zixjk>
]S«l�Ý9�l�´µ�Ðv�&ÂhZ��À±�»ð´ñ\]l»ätestlog ¦6vzs�Z45´µs�9�¬­�
�6b�'��ú+ð´ñ  

props.conf Z,-n� wð´ñ  

[testlog] EXTRACT-<errors> = device_id=\[w+\](?<err_code>[^:]+) 

©)"£¤¥¦N��VWX'YgZ["

\\�Wä5c]âëµ��6b�n1»�´��6b���]²nabwð´ñT]¼ä\+­]��6b�ndxc¬]s
�9�zs�lmßúHeß6�'�×kä9�wedµs�9�nnwäjß6�´µ]ZûZüôð´ñ  

,-Wä��6b�'��ú+¹s�9�t6z]³9�b�´ñ  

#%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet9/16, changed state to down 

��æ] props.conf ]vz9ØWä,-]l���´ñ  

[syslog] EXTRACT-<port_flapping> = 
Interface\s(?<interface>(?<media>[^\d]+)(?<slot>\d+)\/(?<port>\d+))\,\schanged 
\sstate\sto\s(?<port_status>up|down) 

5c]âëµ��6b�Wä¼½�b6�lwe��ú+edð´]�øö°xùúdñ interfaceämediaäslotäportä
port_status  

V] 2c]üýWä��6b���ZWA�;�ðH('ä��w¹��6b�noÿeäß6�'�×kä9�wedµs�
9�nnwäjß6�´µì!Zcde23wedð´ñ  

z�noÿeäeventtypes.conf Zdxc¬]s�9�zs�n±Ðwð´ñ  

[cisco_ios_port_down] search = "changed state to down" tags = cisco ios port check status report 
success down 

[cisco_ios_port_up] search = "changed state to up" tags = cisco ios port check status report success 
up 

õ¼Zäº:]>an��äß6��×kä9�]|}�����]jß6�n�pÚÛÉy|}(savedsearches.conf)n
?@wð´ñ 

  



[H"

[port flapping] search = eventtype=cisco_ios_port_down OR eventtype=cisco_ios_port_up 
starthoursago=3 | stats count by interface,host,port_status | sort -count 

ª�GX86«¬VWX'YgD�"

��6b�®'�6u9]-¥�;µqrWäÓ9�Ô6n field.conf Z� wëÖ+³ë�ðH(ñ²¨³ä��6b�
]®' "123"�äs�9�ZW"foo123"';µqrñ  

props.conf Wº:]23Zoÿe°±wð´ñT]¼�ä,-]Ó9�Ô6n fields.conf Z� wð´ñ  

[<fieldname>]  
INDEXED = False  
INDEXED_VALUE = False 

! <fieldname> Z��6b�]¼½n§¨wð´ñ  
" ²¨³ä��6b�¼Z "url" l°±w¹qrWä[url] l§¨wð´ñ  

! INDEXED ��� INDEXED_VALUE Z false n°±wð´ñ  
" \+Z��äs9tkuv]�6u9,¤]®n|}´µ�p" #$%&'(" ZÍ±wð´ñ" "

}~"oX9`oX9>5S`�9G(,��@ABCVWX'YZ[g­®(��"

props.conf nYZweÀ±]¦6vä¦6vzs�äð¹W²v�Zf´µ|}~���6b���np{Z´µ\l'�
»ð´ñprops.conf ]éêë [<spec>] Z KV_MODE = none n� wð´ñ 

[<spec>]  
KV_MODE = none 

qS$,Pr" �W,-'o¨ð´ñ" "

! <sourcetype> Ws�9�]¦6vzs�ñ  
! host::<host>ä<host> Ws�9�n²v�ñ  
! source::<source>ä<source> Ws�9�]¦6vñ  

|}~���6b���]¡�"
@ABCVWX'YZ["¯�"

¡�]��6b���ù67noÿeäSplunk Web]s9z×u��Üë��6b���(IFX)ð¹W" conf �©sb]¾
¿Z��?­+¹|}~�]��6b���n¡�wð´ñ��6b���ù67�W,-'�¨ð´ñ  

! Splunk]s9vz9vZ;µ´se] AppsZfwe?@w¹äð¹WPµs�];µ��]��k�nPÑwð´ñ  
! ��w¹��6b�Zf´µû¶�6v]s�n¿7wð´ñ\+Wä\]��Wäs�'¿7ú+µð�W?@hw¬
oæ´µ\l'�»ëd¹YäIFXZ�µ��6b����$��´ñ  

! props.conf Z±Ðú+¹s9×s9�×9Øu�89]X��On¿7wð´ñ 
! transforms.conf Z±Ðú+¹¼½Õ»��n� ð¹W¢£wð´ñ 
! ?@w¹ð¹W4»0ys�];µ��6b���n¢£wð´ñ  

¡�" r" ��6b���]ýZéêweä��6b���ù67n��wð´ñ" "

" "



[E"

¯�N@ABCVWX'YZ[g0°%X��"

props.conf ��� transforms.conf �©sb���6b���'.]�pZ°±ú+edµ¬n��we�xlä¡�
]��6b���ù67���w¹��6b�n��´µì!n��´µûZüôð´ñprops.conf ���6b���n±
Ð´µì!Wäò4]/|}zs{]��6b�� 3�23wedð´ñ  

��6b���Wätransforms.conf ]¾§lwe°±�»ð´ñ\]°±ì!ZcdeWä¡�h^_`ab] 
transforms.conf ��� props.conf �©sb]ï]nIJwexùúdñ  

pqf�?"

��6b���ù67]¼½¢×{Wä��6b���]¼½�`n props.conf ZP­+µq���wð´ñT]qrW,
-]l���´ñ  

<spec> : [EXTRACT-<class> | REPORT-<value>] 

e� <spec> W,-'o¨ð´ñ  
" <sourcetype>äs�9�]¦6vzs�ñ  
" host::<host>ä<host> Ws�9�n²v�ñ  
" source::<source>ä<source> Ws�9�]¦6vñ  

EXTRACT-<class> ��6b���Wäprops.conf Z�`'±Ðú+¹���´ñ\+WäIFX���À±]|}�^9�
�?@w¹��6b����ÂÃF@ú+ð´ñð¹äprops.conf �©sbnÑÒ¿7we� ´µ\l��»ð´ñ \]
l]��Wä��¢×{Z��ú+µX��OlíZ45ÕÖ­+edð´ñ  

REPORT-<value> ��6b���WäX��O'):ú+edµ transforms.conf ]vz9ØZÔ9uú+edð´ñ  

>5Sf�?"

��6b���]lÅZWä" !'%!'," ���" M10'SÌ*1IS<P*'Ì" ]" D"lÅ';�ð´ñ"

! O'%!'," ��Wä,í" #$%&'("Î,Ï] OLMð¹W|}�^9�n,Xes9×s9�±Ðú+ð´'ä°±�©sbn¿7
we�?@´µ\l'�»ð´ñs9×s9��WäíZ" 8MKRQJKÔqP%0SSr" ¼½°±n¯ôäíZ" $1*$S<P*'Ì" �©
sbZ±Ðú+edð´ñ" "

! K10'SÌ*1IS<P*'Ì" ��WäM10'SÌ*1IS<P*'Ì" ���" $1*$S<P*'Ì" ZüÃ�±Ðú+ð´ñK10'SÌ*1IS<P*'Ì" ��Z�äíZ"
R8åVRKÔqT0%&,r" ¼½°±';�ð´ñ" "

¥¦f�?"

�O¢×{�Wä¡�'��6b���zs�Z��âëµ>an��wð´ñ  

! inline ��]qrä¡�W Splunk'��6b�]��ZopX��On��wð´ñX��OZ;µ¼½Õ»�b6
�(ð¹W���b6�)Wä��ú+µ��6b�n�wð´ñ  

! transforms.conf ��]qrä¡�Wäprops.conf ���6b���'Ô9uú+µ transforms.conf ��6
b���vz9Ø(ð¹W��vz9Ø)]¼½n��wð´ñ²¨³ä�O¢×{Z access-extractions l 

ip-extractions n��´µ 2 c]®n��wð´ñ\+Wäprops.conf Z,-]�pZ��ú+ð´ñ  
  



[�"

[access_combined] REPORT-access = access-extractions ip-extractions 

\]²�Wäaccess-extractions ��� ip-extractions ]Oì'ätransforms.conf ]��6b���vz9Ø]
¼½�´ñkvz9ØZWä1c,º]��6b���Zoæú+µX��O'[ð+ð´ñ  

VWX'YZ["s¨"

;­gµ��6b���Zfweä�O¢×{Z��ú+µ®nYZ�»ð´ñSplunk�T]��6b���Zf´µLMù6
7nôx¹YäYZ´µ��6b���]¼½nuÔkuwð´ñinline ��]X��OnYZweätransforms.conf �
�6b���]vz9Ø¼n� ð¹W¢£�»ð´ñ  

ö):" K10'SÌ*1IS<P*'Ì ��6b���ZWä�ëxl� 1c];{ë transforms.conf ��6b���vz9Ø¼n[(
�dµA�';�ð´ñ  

VWX'YZ[±²"s¨"

��6b���ns9×s9!iOLMð¹W|}�^9�ë.j�?@w¹qräT]��6b�Wõm?@hw¬oæ�»ðH(
ñ"D]@6Ø6���6b���noæ�»µ�pZ´µ¹YZWäT]s�n¿7´µA�';�ð´ñTp´µZWä�
�6b���ù67���6b���n|}weäT]s�Ô9unéêwð´ñ\+Z��ä0Á1Ü72u�iÚÛÉy|}
äs�9�zs�ä|}^uÝäiàá6�89�_`6ë.jZf´µ¡�h'oæ´µÍÎ]s�¡�ù67'��ú+ð´
ñ"

\]ù67�Wä��6b���Zf´µû¶�6v]s�n°±wäT+'À±] Q$$ ]@6Ø6Zåætu¬.p¬äð¹
W´se] Q$$ ]@6Ø6Zåætu¬.p¬ë.nÍ±�»ð´ñ" "

VWX'YZ["³´"

¡�]��6b���ù67�WäT]s�n¯c��ä��6b���n¢£�»ð´ñ¢£´µ��6b���Zfwe¢
£nuÔkuwð´ñ" "

" "



[B"

s9tkuvzs{��6b���]¢vz^s£"
567189>5?VWX'YZ["f9>#5µ"

#$%&'('s9tkuvzs{������s9tkuv´µ-5]t��b���6b�(timestampäpunctähostä
sourceäsourcetype ë.)W¢vz^s£wëd�xùúdñ\]��6b�-ÑZ� ´µläs9tkuvú+¹k�
�6b��|}tuë��6b�]³s£'tN´µ¹Yäs9tkuv]óu���|}zs{Zõ}~næçwð´ñt�
�b���6b��äT]-ÑZ¾¿n ¨µë.]u?n�plät6z�k��`nÚs9tkuv´µA�';�ð´ñ  

\+­]ö°vènwð¨eät��b���6b�n¾¿ð¹W� ´µA�';µqrZÑF´µ\l';�ð´ñ²¨³ä
À±]|}~�]��6b����ä|}óuZ3­¬Z}~næçwedµqr';�ð´ñ\+Wä²¨³äfoo!=bar ð
¹W or NOT foo=bar ë.]�O�N�?ës�9�n+;|}wäfoo ��6b�' bar ]®nIJ´µl»ÙçíZÃ
Fwð´ñ  

ðFä|}~����ú+¹®'��6b�]¤xZð+ZÛ®´µqrë.t��b���6b�n¿7w¹dqr';�ð
´ñ ²¨³ä,í foo=1 ]yZfwe|}n�pläfoo=1 n¯¹ëd�x]s�9�� 1'ÃF´µqr';µ¹YäSplunk
]s9tkuvzs{���ú+µt��b���6b�]-ÑZ foo n� �»ð´ñ  

��7V�'GVWX'Y"~�"

$1*$S<P*'ÌäM10'SÌ*1IS<P*'ÌäÌ!,%-S<P*'Ì" nYZwe� ]t��b���6b�n±Ðwð´ñ"

$SPLUNK_HOME/etc/system/local/äð¹W $SPLUNK_HOME/etc/apps/ ]^Â]¢vz{a�Ôá6�89t�ju�
ÔZ;µ�©sbnYZwð´ñ °±�©sb]�`#ë>aZcdeWä¡�h^_`ab]/°±�©sbZcde3nI
Jwexùúdñ  

#$%&'( �Í±�»µ��6b�¼Wä,-]ab�©�k�&Âð¹Wa9«6×s9]y�´ñ" "

! ��6b�¼ZÍ±�»µ&Â:0ÔXN"QÔYN"=ÔFN"�" "
! ��6b�¼]õm]&ÂZ" =ÔF" ð¹W" �" WÍ±�»ðH(ña9«6×s9i�j¬­¶ðµ¼½Wä#$%&'( ]>¥¾
�Zoæú+edð´ñ" "

! Z÷&ÂWoæ�»ðH(ñ" "

M10'SÌ*1IS<P*'Ì"¶¨:*7V�'GVWX'Y(,��£¤¥¦"��"

transforms.conf Z,-]�n� wð´ñ  

[<unique_stanza_name>]  
REGEX = <your_regex>  
FORMAT = <your_custom_field_name>::"$1"  
WRITE_META = true 

! <unique_stanza_name>�vz9Ø]¼½nÕÖð´ñ\]¼½n¼�oÿe props.confn°±wð´ñ 
! REGEX = Wä¢vz{��6b�®nÁ?´µX��On?�ð´ñ 

  



[F"

! FORMAT = X��O�$1 lwe��w¹®]½Z <your_custom_field_name> ny§wð´ñ 

" Splunk Web�$%n[���6b�®nXwx��´µ¹YZWäFORMAT Ð6Z1æznéæwð´ñ  

" FORMAT = <your_custom_field_name>::"$1" 

" ��]�b6�l-{´µ [c]X��Onoÿe����6b�n���»ð´ñ"
LVR/QK"W"qK*&1�Ì!1SM�Ì!,%-rGG|R[|"qK*&1�S,P*'-�Ì!,%-rGG|RD|"

! WRITE_META = \\�ä��6b�¼n4»0��p trueä®Z Splunk't��b���6b�n��´µ _meta 
l°±wð´ñ(-]/Splunk �t��b���6b�n?@´µì!3nIJwexùúdñ)  

ö):"X��O�9y0��b6�WäQ#JOO"&Ânop��6b�¼ii0ÔXQÔY=ÔF�ÔjnÀ±´µA�';�ð´ñZ÷&ÂWx
uwðH(ñ" "

¨:*7V�'GVWX'Yg" $1*$S<P*'Ì"(k68"

props.conf Z,-]�n� wð´ñ  

[<spec>]  
TRANSFORMS-<value> = <unique_stanza_name> 

! • <spec> W,-'o¨ð´ñ  

" qS*&1P,MK$,räs�9�]¦6vzs�ñ" "
" L*SMWqL*SMräqL*SMr" Ws�9�Zf´µ²v�ñ" "
" S*&1P,WqS*&1P,räq"S*&1P,r" Ws�9�Zf´µ¦6vñ" "

! <unique_stanza_name> Wätransforms.conf ]vz9Ø]¼½ñ 
! <value> W}°]®�´ñ¼½$�Z~ónî¨ð´ñ  

ö): s9tkuvzs{]��6b���]qräprops.conf WäEXTRACT-<value> �Wëx TRANSFORMS-<class> 

n|}~�]��6b���]°±Zoæwð´ñ  

¨:*7V�'GVWX'Y(,��" Ì!,%-S<P*'Ì"(j6GkXg��"

7wds9tkuv��6b�Zf´µ fields.conf Z,-]Ó9�Ô6n� wwð´ñ  

[<your_custom_field_name>]  
INDEXED=true 

! <your_custom_field_name> Wätransforms.conf Z� w¹�;]vz9ØZ°±´µ¢vz{��6b�]¼
½ñ 

! INDEXED=true n°±weä��6b�'s9tkuvú+¹\ln�wð´ñ  

ö): |}~��øX¼½]��6b�'��ú+¹qrWä��6b�Z INDEXED=false n°±wëÖ+³ë�ðH(ñ ú
­ZäT]��6b�]®n¯cs�9�'s9tkuvzs{���ú+>ä|}~����ú+¹qr�ä
INDEXED_VALUE=false n°±´µA�';�ð´ñ  

²¨³äs9tkuvzs{�S�ë <field>::1234 ��nmJ´µlwð´ñ\+Wxuwð´'äA(¥d+)B ë.]X�
�On¸Z|}~�]��6b���nmJw¹qräA1234B ldp&Âh¬­ 1234 ldp��6b�®'F@ú+µld
p½¾'ÃF´µ\l';�ð´ñ\+WäSplunk's9tkuvzs{� <field>::1234 ]��nn´\l'�»>ä|



D="

}~�� 1234 Zf´µs�9�n�´qr';�ð´ñ  

#$%&'("g·¸b:+rsg¹®(��"

props.conf ��� transforms.confë.]°±�©sb�]¾¿WäSplunknl»weÚdÃ´µð�éæú+ðH(
ñ  

#$%&'("N7V�'GVWX'YgD���º»"

#$%&'( Wä_meta Z):wes9tkuv��6b�n?@wð´ñT]üýW,-]l���´ñ  

! _meta WäDEST_KEY = _meta ð¹W WRITE_META = true ]d>+¬n[� transforms.conf �-{´µ´
se]¾§Z��¾¿ú+ð´ñ  

! • T+B+]-{´µ¾§Wä_meta nº4»´µ]�äRITE_META = true noÿe _meta n� wð´ñ  

" � WRITE_META no¿ëdqrWäFORMAT n $0 �ô¶wð´ñ 

! ý&�e�Z _meta nº�Z?@w¹¼WäSplunk 'V]ì!��Ðv�n��wð´ñ 

" �Ðv�Wä@_k�ZÄ¶ú+ð´ñ@_k�W$%�¯Äú+ð´ñ  
" 1æz(" ")Wä$%Z4�ëx&Ân�b6�ÙweN»ë@_k�ZðlYð´ñ  
" 1æzÑ½Z;µ5kuv×k�`( � )Wä1æz]�b6�ÙÀónp{Zwð´ñ  
" 5kuv×k�`]½ZÕx5kuv×k�`WT]5kuv×k�`np{Zwð´ñ  
" «Üb�Ý9(::)n[��Ðv�Wä��ú+¹��6b�Z¾�ð´ñ «Üb�Ý9]�x]�Ðv�Wä��
6b�¼lë�ä�xW®lë�ð´ñ  

ö): X��O���ú+¹®n¯cs9tkuv��6b�Z1æz'ÕdedµqrWä,íäxuwðH(ñð¹ä5k
uv×k�`'½¾lëµqr';�ð´ñ|}~����ú+¹��6b�ZW\]�pëï�W;�ðH(ñ  

\\Zä1æz���5kuv×k�`np{Z´µ¹Y]1æz���5kuv×k�`n[�-5]s9t
kuvzs{��]²nabwð´ñ  
WRITE_META = true  
FORMAT = field1::value field2::"value 2" field3::"a field with a \" quotation mark" field4::"a field 
which ends with a backslash\\" 

#$%&'("NVWX'YpgD�����"

Splunk ���6b�¼n?µl»äs9tkuvzs{ð¹W|}~�Z�µ��Z4¿­>ä´se]����6b�Zf
wet��b�ð¹W¢vz{°±�,-]��néæwedð´ñ  

!  a-zäA-Zä0-9 ]×Ø¤]´se]&ÂWäa9«6×s9(_)Z¦»§¨­+ð´ñ  
!  &[]a9«6×s9W´se¢£ú+ð´(Splunk�Wäa9«6×s9�¶ðµ��6b�W>¥¾�Zoæwð
´)ñ 

" "



D["

@ABCVWX'YZ[v"

s9tkuvzs{]t��b���6b���Zf´µ°±�©sb]°±²n,-Z�wð´ñ" "

¨:*7V�'GVWX'Y"~�"

\]²�Wäerr_code lÊ³+µt��b���6b�n?@wð´ñ  

M10'SÌ*1IS<P*'Ì"

transforms.conf Z,-n� wð´ñ  

[netscreen-error]  
REGEX = device_id=¥[w+¥](?<err_code>[^:]+)  
FORMAT = err_code::"$1"  
WRITE_META = true 

\]vz9ØWädevice_id= ]¼ZjkÕ»]&Ân):wä�Ý9��Ðv�&Âhnl»wð´ñs�9�]¦6vzs
�Wätestlog �´ñ  

��9�:  

! FORMAT = �ZW,-]®'[ð+ð´ñ  

" err_code::  W��6b�]¼½ñ  
" $1 Ws9tkuvZ):ú+µ7wd��6b�nÍ´ñ\+W REGEX ���ú+¹®ñ  

! WRITE_META = true Wäs9tkuvZ FORMAT ]�9�9Qn4»0�Í�ñ  

$1*$S<P*'Ì"

props.conf Z,-]�n� wð´ñ  

[testlog]  
TRANSFORMS-netscreen = netscreen-error 

Ì!,%-S<P*'Ì"

fields.conf Z,-]�n� wð´ñ  

[err_code]  
INDEXED=true 

[)"£¤¥¦N¨:*7V�'GVWX'Yg~�"

\]²�Wäusername l login_result Ê³+µ 2c]s9tkuv��6b�n?@wð´ñ  

M10'SÌ*1IS<P*'Ì"

transforms.conf Z,-n� wð´ñ  

[ftpd-login]  
REGEX = Attempt to login by user: (.*): login (.*)\.  
FORMAT = username::"$1" login_result::"$2"  
WRITE_META = true 

  



DD"

\]vz9ØWä&Â�Ðv� Attempt to login by user: n|}wä�Ý9Zide@6Ø6¼n��wä��]¼Z
äÔ1�n��wð´ñ ��W,-]l���´ñ  

2008-10-30 14:15:21 mightyhost awesomeftpd INFO Attempt to login by user: root: login 
FAILED.  

$1*$S<P*'Ì"

props.conf Z,-]�n� wð´ñ  

[ftpd-log]  
TRANSFORMS-login = ftpd-login 

Ì!,%-S<P*'Ì"

fields.conf Z,-]�n� wð´ñ  

[username]  
INDEXED=true 

[login_result]  
INDEXED=true 

¤¥t6z¦6v]��6b�|}"
mn7X>oX9"VWX'Y@A"

«si�kuë��6b�|}xunoÿeäÁ#�iJ#7" �©sbjð¹W¤¥iåKML*'j�^9�ë.ä¤¥¦6v]%&n¯
cs�9�Z��6b�n� wð´ñð¹ä~�%&���Þwë|}n?µ\l'�»ð´ñ" "

²¨³ä#$%&'( ]Ý�s9n�_zÔ9�wedeä#$%&'( ]s9tkuvZau�v] Oåa�jvlzs{vz9�n¯c
qrä«si�kuë��6b�|}noÿeäOåa�jvlzs{vz9�nä�UJåÝ�Z;µ Oå���zs{vz9�t
6zl-{´µ"/QJa�jvl@6Ø6¼%&Z^k�´µ\l'�»ð´ñ" "

|}]°±üý" "

1. transforms.conf nYZwe|}�6Übn±Ðwð´ñ  

O®Wä Á#|}(CSV �©sbnoæ)l¤¥|}(vuÔ��noæ)] 2lÅ]|}�6Üb'±Ð�»ð´ñ¾§vz9
Ø�oæ´µ1�Wä±Ð´µ|}�6Üb]lÅn�wð´ñÁ#|}ZW filenameä¤¥|}ZW external_cmd no
æwð´ñ  

ö):" [ c]|}�6ÜbZWäD"c,º]¢×{'A��´ñk¢×{ZWäøX®n¯c��]s9vz9vn¯c\l'
�»ð´ñi^b95Ô`6��6b�j" "

2. props.conf nYZwe|}�6Übnéæwð´ñ  

  



D>"

\]v�k�WäÁ#|}���¤¥|}�øX�´ñ \]°±�©sb�Wä��6b�Z transforms.conf �±Ðw¹
|}�6Üb]-{����¨nÍ±wð´ñ 

><"#$%&'( nÚdÃwe°±�©sb�]¾¿n;{Zwð´ñ" "

ÚdÃ'º»´µlä��6b�]éêZ-Ñú+µ|}�6ÜbZ�¨��6b�'��ú+ð´ñ\\¬­ä-{´µks
�9�Zfwe��´µ��6b�'éê�»ð´ñ  

$�: $SPLUNK_HOME/etc/system/default ] conf �©sbWYZwëd�xùúdñ�¿�Zä
$SPLUNK_HOME/etc/system/local/ ð¹W $SPLUNK_HOME/etc/apps/<app_name>/local/ ]�©sbnYZwð´ñ 

¼½V�5'g�(:�VWX'Y@A"�~"

õ�ÏSë��6b�|}WäÁ#�6ÜbiJ#7�©sbjn¸Z?@wð´ñJ#7�©sbWäA>,-]d>+¬]q�Z
ÚÛwð´ñ" "

! $SPLUNK_HOME/etc/system/lookups/ 
! $SPLUNK_HOME/etc/apps/<app_name>/lookups/ 

$�:"\]|}t�ju�Ô'Û®wëdqrWäA>?@wexùúdñ" "

1. transforms.conf nYZwe|}�6Übn±Ðwð´ñ  

transforms.conf �ä|}�6Übn±Ð´µvz9Øn� wð´ñvz9Ø]¼½Wä|}�6Üb]¼½�´ñ\]¾
§W props.conf �oæwð´ñ 

\]vz9Ø�WäCSV�©sb]¼½nIJwð´ñ 

[myLookup]  
filename = <filename>  
max_matches = <integer> 

}°�äs�9�Zéæ´µ-{Ó9�Ô6]�nÍ±�»ð´ñmax_matches Wäõm(õm]�©sb)] <integer> Ó
9�Ô6'oæú+µ\ln�wð´ñt��b��Wämax_matches W~��6v�Wëd|}Zfwe 1000l°±ú+
edð´ñ  

2. props.conf nYZwe|}�6Übnéæwð´ñ  

props.conf �älookup Ð6n¯cvz9Øn� wð´ñ\]vz9ØWätransforms.conf �±Ðw¹|}�6Üb
nÍ±wäSplunk's�9�Zéæ´µì!n�wð´ñ  

ÒqSM0'X0"'0I,rÕ" "
%**(&$�qP%0SSr"W"RKRQT#LVR/"qI0MPL�Ì!,%-�!'�M0Ï%,r"VSKåSK"q*&M$&M�Ì!,%-�!'�M0Ï%,r"

! $TRANSFORM Wä|}�6Übn±Ðw¹ transforms.conf ]vz9ØnIJwð´ñ  
! match_field_in_table Wä®-{Zop|}�6Üb]¢×{�´ñ 

  



D;"

! • output_field_in_table Wäs�9�Z� w¹|}�6Üb]¢×{�´ñ  
! • |}].ô­xZ���]¢×{n¯c\l'�»ð´ñ²¨³ä$TRANSFORM <match_field1>ä

<match_field2> OUTPUT <match_field3>, <match_field4>n¯c\l'�»ð´ñ1c]��6b�¬­ 2c
]��6b�ä3c]��6b�¬­ 1c]��6b�ë.Z�´�pZ°±´µ\l'�»ð´ñ  

|}�6Üb]��6b�¼ls�9�'-{wëdqräð¹Ws�9�]��6b�]¼½n¾¿w¹dqrWäAS �no
dð´ñ  

[<stanza name>]  
lookup_<class> = $TRANSFORM <match_field_in_table> AS <match_field_in_event>  
OUTPUT <output_field_in_table> AS <output_field_in_event> 

OUTPUT �]¼ZW��]��6b�nÍ±�»ð´ñOUTPUT noæwëdqrWäSplunk '|}�6Üb¬­´se]�
�6b�¼l®ns�9�Z� wð´ñ  

><"#$%&'( nÚdÃwð´ñ" "

¼½VWX'Y@A"v"

access_combined Ý�] HTTPv�6zv�6�Zf´µ|}]°±²n\\Z�wð´ñ\]²�Wä|}�6Üb
(http_status.csv)] status ��6b�ls�9�]��6b�n-{úHð´ñT]¼äv�6zv]23lv�6z
v]lÅns�9�Z� wð´ñ  

,-W http_status.csv �©sb]>a�´ñ\+nä$SPLUNK_HOME/etc/apps/<app_name>/lookups/ ZÚÛwð
´ñ\+n|} App�oæ´µqrWä�©sbn $SPLUNK_HOME/etc/apps/search/lookups/ ZÚÛwð´ñ  

status,status_description,status_type  
100,Continue,Informational  
101,Switching Protocols,Informational  
200,OK,Successful  
201,Created,Successful  
202,Accepted,Successful  
203,Non-Authoritative Information,Successful  
204,No Content,Successful  
205,Reset Content,Successful  
206,Partial Content,Successful  
300,Multiple Choices,Redirection  
301,Moved Permanently,Redirection  
302,Found,Redirection  
303,See Other,Redirection  
304,Not Modified,Redirection  
305,Use Proxy,Redirection  
307,Temporary Redirect,Redirection  
400,Bad Request,Client Error  
401,Unauthorized,Client Error  
402,Payment Required,Client Error  
403,Forbidden,Client Error  
404,Not Found,Client Error  
405,Method Not Allowed,Client Error  
406,Not Acceptable,Client Error  
407,Proxy Authentication Required,Client Error  
408,Request Timeout,Client Error  
409,Conflict,Client Error 
410,Gone,Client Error 

  



DH"

411,Length Required,Client Error  
412,Precondition Failed,Client Error  
413,Request Entity Too Large,Client Error  
414,Request-URI Too Long,Client Error  
415,Unsupported Media Type,Client Error  
416,Requested Range Not Satisfiable,Client Error  
417,Expectation Failed,Client Error  
500,Internal Server Error,Server Error  
501,Not Implemented,Server Error  
502,Bad Gateway,Server Error  
503,Service Unavailable,Server Error  
504,Gateway Timeout,Server Error  
505,HTTP Version Not Supported,Server Error 

1. $SPLUNK_HOME/etc/system/local/ ð¹W $SPLUNK_HOME/etc/apps/<app_name>/local/ ]d>+¬Z;µ 
transforms.conf �©sbZ,-n):wð´ñ  

[http_status]  
filename = http_status.csv 

2. $SPLUNK_HOME/etc/system/local/ ð¹W $SPLUNK_HOME/etc/apps/<app_name>/local/ ]d>+¬Z;µ 
props.conf �©sbZ,-n):wð´ñ  

[access_combined]  
lookup_table = http_status status OUTPUT status_description, status_type 

3. SplunknÚdÃwð´ñ  

@A¾¿g��:�@A{X�'"�~"

ÚÛÉy|}]��noÿe|}�6Übn°±�»ð´ñÝ6¢bð¹Wa�Ôá6�89�æ] savedsearches.conf 
�ä,-n�dð´ñ  

1. |}n±Ðwð´ñ }°�ä|}|}�^9��oæ´µ|}n�v�weXwd\ln6Àwð´ñ  

2. |}Z�µ§¨u?n;{Zwð´ñ  

3. #$%&'( Z|}�6Übn�ä6´µq�nÍ�wð´ñ v�k� 2��� 3�äÚÛÉy|}Zf´µvz9ØZ,-] 2
�n� wð´ñ  

action.populate_lookup = 1  
action.populate_lookup.dest = <string> 

action.populate_lookup.dest ]®WäSplunk'|}��n4»0� CSV�©sb�]Bv�´ñ\]u?'xu´µ¹
YZWä�YÚÛ8]t�ju�Ô'Û®wedµA�';�ð´ñ\]t�ju�ÔZWä
$SPLUNK_HOME/etc/system/lookups ð¹W $SPLUNK_HOME/etc/<app_name>/lookups ]d>+¬noæwð´ñ  

SplunkWÚÛÉy|}]��n CSV�©sbZ�ä6´µ¹Yä��6b�|}nÁ#|}]°±løXì!�°±´µ\l
'�»ð´ñ 

  



DE"

mn�#6Yg�(:�VWX'Y@A"�~"

¤¥|}]qrätransforms.conf ]vz9ØWä�^9�ð¹WvuÔ��l1�nIJweÊ��wð´ñð¹äÊ�
�´�^9�ð¹WvuÔ��]lÅnÍ±´µ\l��»ð´ñ  

[myLookup]  
external_cmd = <string>  
external_type = python fields_list =  
<string> max_matches = <integer> 

fields_list nodä¤¥�^9�'fË´µ�9^lvù6v�¯ê­+¹´se]��6b�n-Ñwð´ñ  

ö): O®äSplunkWä¤¥�^9��6v]��6b�|}Z PythonvuÔ��]yn³ß6�wedð´ñ\+­]|
}Zoæú+µ PythonvuÔ��WäA>V]d>+¬ZÚÛwëÖ+³ë�ðH(ñ  

! $SPLUNK_HOME/etc/apps/<app_name>/bin 
! $SPLUNK_HOME/etc/searchscripts 

 

mnVWX'Y@A"v"

¤¥|}noÿeäDNS³656]%&l-{úHµì!]²n\\Z�wð´ñ\]²�Wädnslookup.py ',-n�p
vuÔ���´ñ  

²v�'î¨­+edµqrWäIPa�jvn�´  

IP'î¨­+edµqrWä²v�¼n�´  

 

1. transforms.conf �©sbZä,-n):wð´ñ  

[dnsLookup]  
external_cmd = dnslookup.py host ip  
fields_list = host, ip 

2. props.conf �©sbZä,-n):wð´ñ  

[access_combined]  
lookup_dns = dnsLookup host OUTPUT ip 

DNSb1»]qrWäprops.conf vz9ØW,-]�pZë�ð´ñ  

[access_combined]  
lookup_rdns = dnsLookup ip OUTPUT host 

3. SplunknÚdÃwð´ñ 

  



D�"

BCRX9"VWX'Y@A"�~"

Á#ð¹W¤¥|}�6ÜbZ~�n�´��6b�®'[ð+edµqrä\]~���6b�noÿe��6b�|}n°
±�»ð´ñ~��6v]|}�Wä,-]�n transforms.conf ]|}vz9ØZ� wð´ñ  

time_field = <field_name>  
time_format = <string> 

time_field 'Û®´µqrWät��b�� max_matches Z 1'°±ú+ð´ñð¹ä#ý�õmZ-{w¹Ó9�Ô6
'éæú+ð´ñ  

time_format Ð6noÿe time_field ] strptime��6^k�nÍ±wð´ñ t��b�] time_format W UTC�
´ñ  

~��6v]|}�-{´µqräs�9�'|}]Ó9�Ô6���dqrZ�¨e~��]õN���õë]1��k�n
Í±�»ð´ñ\+Wävz9ØZ,-]�n� wemJwð´ñ  

max_offset_secs = <integer>  
min_offset_secs = <integer> 

t��b��WäõN1��k�Wëxäõë1��k�ZW 0 '°±ú+edð´ñ 

BCRX9"VWX'Y@A"v"

IPa�jvlzs{vz9�n¸Z DHCPÝ�noÿeâk�C6u]@6Ø6nÀ±´µì!²n\\Z�wð´ñDHCPÝ
�'�©sb (dhcp.csv) ZÛ®wäzs{vz9�äIPa�jvä@6Ø6¼äMACa�jv'[ð+edµl�±wð´
ñ 

1. transforms.conf �©sbZä,-n):wð´ñ  

[dhcpLookup]  
filename = dhcp.csv  
time_field = timestamp  
time_format = %d/%m/%y %H:%M:%S 

2. props.conf �©sbZä,-n):wð´ñ  

[dhcp]  
lookup_table = dhcpLookup ip mac OUTPUT user 

3. SplunknÚdÃwð´ñ  

¦6v§¨~Z�©sbªk«6¬­��6b�n��"
oX9ÀÁB(V�5'Â1ÃX«¬VWX'YgZ["

CSV�©sb� MS Exchange]Ý��©sbë.äÀ±]t6z¦6vl¦6vzs�ZWä��6b�%&n[�ªk«6
n¯c\l'�»ð´ñSplunk�ä\+­]��6b�n¦6v§¨~ZÂÃ��´µ�p°±�»ð´ñ  

²¨³ä¸ò#ZÁ#ë�6Übqr�;µo�] CSV�©sbWä,-]�pëªk«6�n¯c\l'�»ð´ñ 

  



DB"

nameälocationämessageä"start date" 

\+Wä�©sb>�¼:ú+µ®Zf´µ-5]¢×{ªk«6lø]Zxuwð´ñ  

ö): ªk«6�6v]��6b�ÂÃ��Wä¦6v§¨~(s9tkuvzs{]½)Z�¿+µ¹Yäs9tkuv]³s
£�óuZõ}~næçwðH(ñ  

Â1ÃXRX9"VWX'YabZ[":;<"

À±]¦6vð¹W¦6vzs�Zf´µªk«6�6v]��6b�ÂÃ��]qrä#$%&'( Wªk«6��6b�%&nv
Ðã9weäT]¼��6b���Zoæwð´ñ¦6vZA�ëªk«6%&';µqrä#$%&'( Wä¯ê�&Â�6v]Ð
6C®��noÿe��6b�n��wð´ñ" "

#$%&'( WäT]¦6v] transforms.conf ZÓ9�Ô6n?@weä��6b�n��´µ¹Y]¾§n�ÿe®n§¨w
ð´ñð¹ä#$%&'( Wä¦6vzs�vz9Øn props.conf Z� weä��6b���¾§l¦6vn45ÕÖð´ñT
]¼ä#$%&'( Wä|}~�Z¦6v¬­]s�9�Z¾§néæwð´ñ  

|}à`6�?]��6b�n��6b�³s�56¬­éê´µ]løX�pZ¸��6b�]éênéêweåætuë´
se]��6b�]-ÑnIJ¹äSplunkZ����ú+¹��6b�noÿeä��6b�n/0y���jß6��»ð´ñ  

Â1ÃXRX9"VWX'YabZ[g¹®(��"

props.conf nYZwe}°]¦6vð¹W¦6vzs�Zfweªk«6�6v]��6b�ÂÃ��n;{Zwð´ñ
$SPLUNK_HOME/etc/system/local/ ð¹W $SPLUNK_HOME/etc/apps/ ]^Â]¢vz{a�Ôá6�89t�ju�
ÔZ;µ\]�©sbnYZwð´ñ  

°±�©sb]�`#ë>aZcdeWä¡�h^_`ab]/°±�©sbZcde3nIJwexùúdñ  

¦6vð¹W¦6vzs�Zf´µªk«6�6v]��6b�ÂÃ��nm�´µZWäprops.conf ]T]¦6vð¹W¦
6vzs�]vz9Ø]-Z CHECK_FOR_HEADER=TRUE n� wð´ñ 

$�: ªk«6�6v]��6b�ÂÃ��n;{Zw¹d¦6vZf´µ¦6vzs�n¤Z±Ðwe;µqrWä
props.conf � CHECK_FOR_HEADER=TRUE n°±´µ½Zäinputs.conf ]vz9ØnYZwe sourcetype = [name] 
n¢£wäÂÃ���F@ú+µ®'��wëd�pZ´µA�';�ð´ñ  

MS Exchange¦6vZf´µ props.conf Ó9�Ô6]²  

[MSExchange]  
CHECK_FOR_HEADER=TRUE  
...  

  



DF"

ö): CHECK_FOR_HEADER=FALSE n°±weä¦6vð¹W¦6vzs�Zf´µªk«6�6v]��6b�ÂÃ��n
1�Zwð´ñ  

$�: props.conf ��ÿ¹¾¿(ªk«6�6v]��6b�ÂÃ��];{Ùë.)WäSplunknÚdÃ´µð�;{Z
ë�ðH(ñ  

#$%&'((dÄ�ÅÆ��~V�5'"rs"

¦6vð¹W¦6vzs�Zf´µªk«6�6v]��6b�ÂÃ��n;Z´µlä#$%&'( WäT]¦6vð¹W¦6vz
s�Zf´µ��6b�n��´µ÷ZäSPLUNK_HOME/etc/apps/learned/ ] transforms.conf ��� props.conf 

]�ä6Zvz9Øn� wð´ñ  

$�:" #$%&'('� w¹¼�vz9ØnYZwëd�xùúdñ45´µ����6b�'xuwëxë�ð´ñ" "

#$%&'( Wä�;]ªk«6%&' props.conf Z±Ðú+¹¦6vzs�l-{´µk¦6vzs�] transforms.conf 
Zvz9Øn?@wð´ñSplunkWäkvz9ØZ [AutoHeader-M] ]qr�¼½nÕÖð´ñ\]l»äM W�;]ªk
«6n¯ck¦6vZfweýVZt ´µà��´(²:[AutoHeader-1]ä[AutoHeader-2]ä...ä[AutoHeader-M])
ñ SplunkWäT]��6b�n¾§(ªk«6%&nop)wekvz9ØZ®n§¨wð´ñ  

$�: ªk«6�6v]��6b�ÂÃ��n;{Zw¹d¦6vZf´µ¦6vzs�n¤Z±Ðwe;µqrWä
props.conf � CHECK_FOR_HEADER=TRUE n°±´µ½Zäinputs.conf ]vz9ØnYZwe sourcetype = [name] 
n¢£wäÂÃ���F@ú+µ®'��wëd�pZ´µA�';�ð´ñ  

½:]²�ªk«6�6v]��6b�ÂÃ��';{Zú+edµ MS Exchange¦6vZfweä#$%&'('ÂÃF@´µ 
transforms.conf Ó9�Ô6]²n\\Z�wð´ñ  

...  
[AutoHeader-1]  
FIELDS="time", "client-ip", "cs-method", "sc-status"  
DELIMS=" "  
...  

#$%&'( WT]¼äT+B+]�;¦6vZfwe7wd¦6vzs�]vz9Øn props.confZ� wð´ñ#$%&'( WäT
]vz9ØZ[yoursource-N]]qr�¼½nÕÖð´ñ\]l»äyoursource Wäªk«6�6v]��6b�ÂÃ���
°±ú+¹¦6vzs��;�äN Wätransforms.conf ]k¾§ZfËweýVt ´µà��´ñ 

$1*$S<P*'Ì" Ó9�Ô6]²i23ú+¹/#"8ªPL0'., �©sbn[�j" "

# the original source you configured  
[MSExchange] CHECK_FOR_HEADER=TRUE  
... 
 # source type that Splunk added to <code>transforms.conf</code> to handle transforms for automatic 
header-based field extraction for the same source  
[MSExchange-1]  
REPORT-AutoHeader = AutoHeader-1  
...  

" "



>="

@AcdeÂ1ÃXRX9"VWX'YZ[(Ç��ÈÉÊË"

Csb�¢6�noÿeä#$%&'('ªk«6�6v]��6b����F@w¹¦6vzs�Z45´µs�9�n|}wð´
ñ" "

²¨³äsourcetype="yoursource" ]|}W,-]�pZë�ð´ñ  

sourcetype=yoursource* 

Â1ÃXRX9"VWX'YabZ["v"

\]²�Wäªk«6�6v]��6b���'-`#ë¦6vzs�n��pwxyZcde23wð´ñ  

/#"8ªPL0'.,"oX9V�5'"

\]²�Wäªk«6�6v]��6b�ÂÃ��noÿeäMS Exchange�©sb¬­��6b�n��´µì!Zcde2
3wð´ñ  

\]³9�b�WäMS ExchangeÝ��©sb]ªk«6Zvù6v�¯ê­+¹��6b�¼]-Ñ'[ð+edð´ñ  

# Message Tracking Log File  
# Exchange System Attendant Version 6.5.7638.1  
# Fields: time client-ip cs-method sc-status 
14:13:11 10.1.1.9 HELO 250 
14:13:13 10.1.1.9 MAIL 250 
14:13:19 10.1.1.9 RCPT 250 
14:13:29 10.1.1.9 DATA 250 
14:13:31 10.1.1.9 QUIT 240 

#$%&'( W tranforms.conf Zªk«6���¾§n,-]�pZ?@wð´ñ  

[AutoHeader-1]  
FIELDS="time", "client-ip", "cs-method", "sc-status"  
DELIMS=" " 

#$%&'( WÂÃ#Z¯ê�&Âlwe$%n|�´µ\lZö°wexùúdñ" "

T]¼ #$%&'( Wä\+näprops.conf ]¦6vzs�vz9ØZ� we¾§l¦6vn45ÕÖð´ñ  

# Original source type stanza you create  
[MSExchange]  
CHECK_FOR_HEADER=TRUE  
...  

# source type stanza that Splunk creates  
[MSExchange-1]  
REPORT-AutoHeader = AutoHeader-1  
...  

#$%&'( Wäks�9�¬­,-]��6b�nÂÃ��wð´ñ" "

14:13:11 10.1.1.9 HELO 250 

! • time="14:13:11" client-ip="10.1.1.9" cs-method="HELO" sc-status="250" 

14:13:13 10.1.1.9 MAIL 250 

! • time="14:13:13" client-ip="10.1.1.9" cs-method="MAIL" sc-status="250" 

  



>["

14:13:19 10.1.1.9 RCPT 250 

! • time="14:13:19" client-ip="10.1.1.9" cs-method="RCPT" sc-status="250" 

14:13:29 10.1.1.9 DATA 250 

! • time="14:13:29" client-ip="10.1.1.9" cs-method="DATA" sc-status="250" 

14:13:31 10.1.1.9 QUIT 240 

! • time="14:13:31" client-ip="10.1.1.9" cs-method="QUIT" sc-status="240" 

J#7"V�5'"

\]²�Wäªk«6�6v]��6b�ÂÃ��noÿe" J#7�©sb¬­��6b�n��´µì!Zcde23wð´ñ" "

J#7�©sb]²" "

foo,bar,anotherfoo,anotherbar  
100,21,this is a long file,nomore  
200,22,wow,o rly?  
300,12,ya rly!,no wai!  

#$%&'( W tranforms.conf ($SPLUNK_HOME/etc/apps/learned/transforms.conf ZÚÛú+edµ)  Zªk«6�
��¾§n,-]�pZ?@wð´ñ  

# Some previous automatic header-based field extraction  
[AutoHeader-1]  
...  

# source type stanza that Splunk creates  
[AutoHeader-2]  
FIELDS="foo", "bar", "anotherfoo", "anotherbar"  
DELIMS="," 

#$%&'( WÂÃ#Z¯ê�&Âlwe�9^n|�´µ\lZö°wexùúdñ  

T]¼ #$%&'( Wä\+näprops.conf]7wd¦6vzs�vz9ØZ� we¾§l¦6vn45ÕÖð
´ñ  
...  
[CSV-1]  
REPORT-AutoHeader = AutoHeader-2  
...  

#$%&'( Wäks�9�¬­,-]��6b�n��wð´ñ  

100,21,this is a long file,nomore 

! • foo="100" bar="21" anotherfoo="this is a long file" anotherbar="nomore" 

200,22,wow,o rly?  

! • foo="200" bar="22" anotherfoo="wow" anotherbar="o rly?"  

300,12,ya rly!,no wai!  

! • foo="300" bar="12" anotherfoo="ya rly!" anotherbar="no wai!"  

" "



>D"

��]®n¯c��6b�]°±"
��"Ìg�)VWX'Y"�~"

fields.confZ^b95Ô`6��6b�n°±weä1c,º]��6b�®n1c]��ú+¹��6b�®�ÀÁ´µì
!n #$%&'(" ZÍ�wð´ñ$SPLUNK_HOME/etc/system/local/äð¹W $SPLUNK_HOME/etc/apps/ ]^Â]¢vz{
a�Ôá6�89t�ju�ÔZ;µ fields.conf nYZwð´ñ  

°±�©sb]�`#ë>aZcdeWä¡�h^_`ab]/°±�©sbZcde3nIJwexùúdñ  

#$%&'( Wä|}~Z^b95Ô`6��6b�ný&�ewä|}Bs�×s9�T]®nè��»µ�pZwð´ñ^b95
Ô`6��6b�noÿe?·�»µ|}�^9�Wämakemvämvcombineämvexpandänomv ë.�´ñ\+­n[��^
9�]LMZcdeWä|}Ô�©j9vnIJwexùúdñ  

Ì!,%-S<P*'Ì"(d���"Ìg�)VWX'Y"�~"

^b95Ô`6��6b�]vz9Øn fields.confZ� we^b95Ô`6��6b�n±Ðwð´ñtokenizerÐ6
n¯cX��On±Ð´µ\lZ����6b�®¬­®ný&�e´µì!n SplunkZÍ�wð´ñ  

ö): ��6b�n°±´µD]~ó';µqrätokenizer ]-]øXvz9ØZ°±wð´ñ LwxWä¡�h^_`a
b] fields.confZ4´µ23nIJwexùúdñ  

[<field name>]  
tokenizer = $REGEX 

! \\Z props.conf ��� transforms.conf �±Ðw¹��6b�]¼½n°±wð´ñ 
! ��6b�Ws9tkuvzs{ð¹W|}~����ú+ð´ñ  
! tokenizer]qräSplunkZ��6b�n^b95Ô`6Zý&�e´µì!n�¨µX��On±Ðwð´ñ  

v"

,-Wä$SPLUNK_HOME/etc/system/README/fields.conf.example ]²�;�ä�Æ�6bn ToäFromäCC ]^b
95Ô`6ZÄ¶wð´ñ  

[To]  
TOKENIZER = (\w[\w.\-]*@[\w.\-]*\w)  
[From] 
TOKENIZER = (\w[\w.\-]*@[\w.\-]*\w)  
[Cc]  
TOKENIZER = (\w[\w.\-]*@[\w.\-]*\w) 

  



>>"

²v�]���d"

²v�Zcde"
�9G()*+"

s�9�] host®Wäs�9�'ÃFw¹âk�C6uºZÛ®´µ��#ët5sv]¼½�´ñhost��6b�noÿe
äÀ±]t5sv¬­F@ú+µ´se]t6zn|}wð´ñ²v�Zz�nÕÖeä+;]xu�°±n¯c²v�]�b
6�¬­t6zn|}wð´ñ HostZWäIPa�jvä²v�¼äº�����s9¼ë.';�ð´ñHost Wät��b
���6b�äcð�ä#$%&'('ks�9�]s9tkuvZ host®n¶�·eð´ñ  

#$%&'("N�9GÌgÍÄÎ+�º»"

¦6vZfwe?]²v�b6b'Í±ú+edëdqrä#$%&'(WhostnÀ±]#$%&'(³656Z§¨ú+µ´se]t6
zZéæ´µt��b�®Z¶�·eð´ñt��b�]²v�®Wäâk�C6u²v�]²v�¼ð¹WIPa�jv�´ñ 
#$%&'( ns�9�'ÃFw¹³656º�dÃ´µqr(,í]�Ã)ä\+'XwxäüÃZ�µ°±WA�;�ðH(ñ  

#$%&'( ³656Zf´µt��b�²v�n°±´µì!n4�ð´ñ  

kÏXG&Xf5�V�5'(,���9G"ÐÑÒ"

��Ý�a6¢sÜ�" #$%&'( nm�´µäð¹Wø-VW]?]²v�¬­�ä6ú+¹�©sbnè�´µqräÀ±]§
¨Z�µs�9�Zf´µt��b�]²v�¶�·enº4»´µA�';�ð´ñ§¨]²v�¶�·e]°±ZW Dc]
ì!';�ð´ñT]§¨Z�µ´se]t6zZf´µ¢vz{²v�®n±Ð�»ð´ñð¹ä¶�·e¹²v�®n¦6
v]Bvð¹W�©sb¼]-¥l-{úHµ\l'�»ð´ñ¼h]ì!Wäk²v�]Ý�a6¢sÜnâëµ³Üt�j
u�ÔZÄ�´µt�ju�Ôý�';µqrZÌå�´ñ" "

FÓ"ÔJªXÕXÖ×«¬Ø^��9GgÙÚ"

��]³656'4î´µqrä��]Ý�²v�' #$%&'(Zs�9�nc�ð´ñ��]Ý�³656Wäjß6�²v�l
Ê³+edð´ñs�9�'ÃFw¹�v�{Wä.lëµ²v�ið¹W²v�jlÊ³+ð´ñ\]�pëqrä��]Ý�
²v�¬­�dw¹s�9�Zf´µÂÃ²v�¶�·enº4»´µb6bn±Ð´µA�';�ð´ñ" "

�9GÌ(>Jgtu�"

²v�®Zz�nÕÖµlä|}]m�nGºúHµ\l'�»ð´ñz�Z��ä²v�]�b6�nÌå�|}tuë¢�
 Ô6ZðlYµ\l'�»ð´ñ"

" "



>;"

!'$&MS<P*'Ì""�9GÌ"�~"

host®nÑÒ inputs.confZ°±wð´ñ²v�Z�ÿeWätransforms.conf ��� props.conf ]��°±n¾¿
´µA�';�ð´ñ°±�©sbnüÃ�¾¿´µ½ZWä°±�©sbZcde0ÿe�xA�';�ð´ñ  

t��b�]" #$%&'(" ³656²v�]°±"

7V�'G"" #$%&'("ªXÕX�9G"�~"

s�9�] host®Wäs�9�'ÃFw¹âk�C6uºZÛ®´µ��#ët5sv]¼½�´ñ#$%&'( Wäks�9�Z
s9tkuvnÕÖµs9tkuvzs{�²v�®n¶�·eµ¹Yä²v�®n|}´µläÀ±]t5sv�ÃFw¹´
se]t6znÏSZ|}�»ð´ñ  

7V�'G�9G"ÍÄÎ+"

¦6vZfweD]²v�b6bnÍ±wedëdqri\]%&���ò4]?]�noÿejäs�9�Zf´µt��b�
]²v�®Wä,íäs�9�'ÃFw¹âk�C6u²v�]²v�¼äOåa�jväð¹Wº�����s9¼�´ñ
#$%&'( nm�´µ³656�s�9�'ÃF´µiõ���#ë´µjläº:]²v�¶�·e'�¿+ä@6Ø6W¡�¾¿
´µA�W;�ðH(ñ¹ùwät6z'?]²v�¬­_cú+edµqräð¹Wa6¢sÜt6zn-jÝ6�´µqr
WäT]t6zZfË´µt��b�²v�®Z¾¿´µqr';�ð´ñ" "

\\�WäÀ±]t5sv�ÃFw¹s�9�t6zZfwet��b�]²v�®n°±´µì!Zcde23wð´ñ" "

¯�g���7V�'G�9GÌ"�~"

¡�noÿet��b�]²v�®n°±wð´ñ" "

[< #$%&'("Î,Ï �ä�º¢]¡�Ô9unuÔkuwð´ñ" "
D< �v�{°±nuÔkuwð´ñ" "
>< s9tkuv°±�u�89]t��b�²v�¼®n¾¿wð´ñ" "

\+�ä?]²v�¼n�dwëd´se]s�9�Zf´µ²v���6b�]®n°±wð´ñ" "

�~V�5'g���7V�'G�9GÌ"�~"

\]²v�¶�·eWä#$%&'( ]s9v�6b~Z !'$&MS<P*'Ì Z):ú+ð´ñ" R#å©ST)�UV/8C,MPCSKSM,IC%*P0%Cäð¹W"
R#å©ST)�UV/8C,MPC0$$SC" ]^Â]¢vz{a�Ôá6�89t�ju�ÔnYZwe²v�Ó9�Ô6n¾¿wð´ñ" i¢
vz^s£w¹t6zn?]³656ZÏSZ_cw¹dqrWä¼hnoæwexùúdñj" "

" "



>H"

inputs.conf ]²v�¶�·eW,-]qr�Í±wð´ñ  

host = <string> 

! <string> n@6Ø6'éêw¹t��b�]²v�®Z°±wð´ñ<string> Wät6z'F@ú+¹²v�] IP
a�jvð¹W��s9¼]t��b��´ñ  

! \+WäMetaData:Host = <string> ]�86�¢k��´ñ\]§¨¬­]s�9�]²v�'À±]&ÂhZë
µ�p°±wð´ñ#$%&'( Wä\]�86�¢k�'o¿+¹l»Z ÂÃ#Z host:: n®]8[ZÕÖ ¨ð´ñ  

#$%&'( nÚdÃweäinputs.confZfwe�ÿ¹;­gµ¾¿n;{Zwð´ñ 

Û"l9{?"7X>(,���9G"ÌgÐÑÒ��"

��Ý�a6¢sÜ�" #$%&'( nm�´µäð¹Wø-VW]?]²v�¬­�ä6ú+¹�©sbnè�´µqrät��b
�]¶�·enº4»´µA�';�ð´ñT]§¨Zf´µ´se]t6z]¢vz{²v�®ð¹Wää²¨³äâëµ³
Üt�ju�Ô�k²v�Zf´µÝ�a6¢sÜnÄ�´µt�ju�Ôý�n¯cqrë.ä¦6v]Bvð¹W�©sb
¼'-¥-{´µ¥Ä]d>+¬n¸Zweä§¨Zf´µ²v�¶�·en±Ð�»ð´ñ" "

LwxWäò4]/§¨Zf´µ²v�¶�·e]°±3nIJwexùúdñ" "

5R6G7X>g��+�9G"ÌgÐÑÒ��"

��]Ý�²v�' #$%&'(Zs�9�ncd´µqrWä��]³656'4îwð´ñ��]Ý�³656Wäjß6�²v
�lÊ³+edð´ñs�9�'ÃFw¹�v�{Wä.lëµ²v�ið¹W²v�jlÊ³+ð´"\]qräs�9�Â`]
%&n¸Z²v���6b�]®n°±´µb6bn±Ð´µA�';�ð´ñ" "

LwxWäò4]/s�9�t6zn¸Zw¹t��b�²v�¶�·e]º4»3nIJwexùúdñ" "

§¨Zf´µ²v�¶�·e]°±"
ÀÁ(,���9GÍÄÎ+"�~"

À±]£¤�WäÀ±]°±§¨Z��" #$%&'( Zc­+µ´se]t6zZfwe3�#Z²v�®n°±w¹dqr';�
ð´ñ²v�nÁ#ð¹WÃ#Z°±�»ð´ñ" "

! Á#Z²v�n°±´µlWäÍ±ú+¹§¨n,µ´se]s�9�ZfweøX²v�n°±´µldp\l�´
ñ  

! Ã#Z²v�®n°±´µqrWäSplunkWäX��Oð¹W¦6v]º�t�ju�ÔBv]���9�noÿeä
¦6v§¨]���9�¬­²v�¼n��wð´ñ  

øX§¨�âëµ¦6vð¹W¦6vzs��âëµ²v�n¶�·eµZWäò4]/t��b�²v�¶�·e]º4»3
nIJwexùúdñ"

" "



>E"

ÀÁ"�9GÍÄÎ+g¼½(�~��"

\]ì!Wä§¨ú+µ´se]s�9�ZfweøX²v�n¶�·eð´ñ" "

Á#ë²v�®]¶�·eWäT]§¨n,µ7wdt6zZ]y}~næçwð´ñ¤Zs9tkuvú+edµt6zZf
we #$%&'("Î,Ï'��´µ²v�n¥X´µA�';µqrWä²v�Zz�nÕÖµA�';�ð´ñ" "

#$%&'("Î,Ï""��"

#$%&'("Î,Ï ]¡�]/t6z§¨3ù67�7wd§¨n� w¹l»äT]§¨ZfweÁ#Z²v�n±Ð�»ð´ñ" "

[< #$%&'("Î,Ï �ä¦F�º¢]¡�Ô9unuÔkuwð´ñ" "
D< ¡��ä�v�{�9��§`j6�89]t6z§¨nuÔkuwð´ñ" "
>< t6z§¨ù67�ä� ð¹W¾¿´µ§¨zs�néêwð´ñ"éêw¹§¨zs�]§¨-Ñ'ô»ð´ñ" "
;< \\¬­ä¤Û]§¨néêwe¿7´µäð¹W7�nuÔkuweéêw¹zs��7wd§¨n?@wð´ñ" "
H< d>+]ì!��äT]§¨ZfweÁ#ë²v�±Ðn°±´µZWä²v�]°±�Ýk�«'9Ôv�¬­¨i
w¹®néêwð´ñ" "

E< ²v���6b�®��6b�Z§¨]Á#ë²v�®n§¨wð´ñ" "
�< ¾¿nÚÛwð´ñ" "

§¨���§¨zs�ZcdeWä¡�hNs�]/#$%&'( ]��vè3nIJwexùúdñ" "

�~V�5'"��"

inputs.conf nYZwe²v�®nÍ±wð´ñ host = ~ónéêëvz9ØZ):wð´ñ  

$SPLUNK_HOME/etc/system/local/äð¹W $SPLUNK_HOME/etc/apps/ ]^Â]¢vz{a�Ôá6�89t�ju�
ÔZ;µ inputs.conf nYZwð´ñ°±�©sb]�`#ë>aZcdeWä¡�h^_`ab]/°±�©sbZcde3
nIJwexùúdñ  

[<inputtype>://<path>]  
host = $YOUR_HOST  
sourcetype = $YOUR_SOURCETYPE  
source = $YOUR_SOURCE 

§¨���§¨zs�ZcdeWä¡�h^_`ab]/#$%&'( ]��vè3nIJwexùúdñ  

  



>�"

ÀÁ(,��¼½^�9GÍÄÎ+"v"

\]²�WäTCPß6� 9995] IPa�jv 10.1.1.10 n,©´µ´se]s�9�nè�wð´ñ\]§¨Z�µ´se
]s�9�ZWäwebhead-1 ] host®'¶�·e­+ð´ñ 

[tcp://10.1.1.10:9995]  
host = webhead-1  
sourcetype = access_common  
source = //10.1.1.10/var/log/apache/access.log 

ÀÁ"�9GÍÄÎ+gb½(�~��"

\]ì!Wä¦6v§¨Bv]���9�ð¹WX��O]d>+¬�²v�¼nÃ#Z��w¹dqrZoæwð´ñ²¨³
äs9tkuvw¹dÚÛt�ju�Ô';�äT]t�ju�Ô]k�©sb]¼½Z45´µ²v�%&'[ð+edµq
rWä#$%&'( noÿe\]%&n��weä²v���6b�Z¶�·eµ\l'�»ð´ñ" "

#$%&'(Î,Ï""��"

½:] #$%&'("Î,Ï Z�µÁ#ë²v�¶�·e]°±ì!]üýZoÿexùúdñ¹ùwä²v�]°±�Ýk�«'9Ô
v�¬­¨iw¹®néê´µ¬¿�ZäV] Dc]®]d>+¬néêwð´ñ" "

[< Bv]X��O" ª"X��O�²v�¼n��´µqrWä\]1��89néêwð´ñX��O��6b�Z��´
µ²v�Zf´µX��On§¨wð´ñ" "

D< Bvº]���9�" ª" t6z¦6v]BvZ;µ���9�¬­²v�¼n��´µqrWä\]1��89néêw
ð´ñ"���9�" «��6b�Z���9�]��n§¨wð´ñ²¨³ä¦6v�]Bv'" CT01C%*.CL*SMS,1T,1" �ä
>cU]���9�n²v�®Z´µqrWä���9�" «��6b�Z >"n§¨wð´ñ" "

�~V�5'"��"

inputs.conf n°±´µqrWäÃ#ë²v���n°±�»ð´ñSPLUNK_HOME/etc/system/local/ ð¹Wä
$SPLUNK_HOME/etc/apps/ ]^Â]¢vz{a�Ôá6�89t�ju�ÔZ;µ inputs.conf nYZwð´ñ°±�©
sb]�`#ë>aZcdeWä¡�h^_`ab]/°±�©sbZcde3nIJwexùúdñ  

host_regex = <regular expression> n� weäX��Onoÿe��w¹®�²v���6b�nº4»wð´ñ  

[<inputtype>://<path>]  
host_regex = $YOUR_REGEX  
sourcetype = $YOUR_SOURCETYPE  
source = $YOUR_SOURCE 

! Í±';µqrWäX��O�k§¨]�©sb¼¬­ host®n��wð´ñ  
! _`#ZWäX��O]õm]�b6�'²v�lweoæú+ð´ñ  
! X��O'-{wëdqrWät��b�] host = ~ó'²v�Z°±ú+ð´ñ  

" "



>B"

host_segment = <integer> n� weät6z¦6vBv]���9�noÿe��ú+¹®�²v���6b�nº4»
wð´ñ  

! Í±';µqrWäÍ±w¹//3�Ä¶ú+¹Bv]���9�'k§¨]²v�lwe°±ú+ð´ñ  
! ®'à��ëdäð¹W 1 ��ëúdqrWät��b�] host = ~ó'²v�Z°±ú+ð´ñ  

ÀÁ(,��b½^�9GÍÄÎ+"v"

\]²�Wä�©sbBv]X��Onoæwe²v�n°±wð´ñ  

[monitor:///var/log]  
host_regex = /var/log/(¥w+) 

\]X��O�Wä/var/log/foo.log ¬­]´se]s�9�'äfoo ] host®lë�ð´ñ  

\]²�Wät6z¦6v�©sbBv]���9�noæwe²v�n°±wð´ñ  

[monitor://apache/logs/]  
host_segment = 3  
sourcetype = access_common 

\\�WäBv apache/logs ] 3cU]���9�n host®Z°±wð´ñ  

s�9�t6zn¸Zw¹t��b�²v�¶�·e]º4»"
5R6G7X>g�(:�7V�'G�9GÍÄÎ+"ÐÑÒ"

#$%&'( Wäs�9�]t6zn¸Zs�9�Zt��b�]²v�¼n¶�·eð´ñ\\�Wät��b�]¶�·e'Xw
xëdqrZäÀ±]t��b�²v�¶�·enº4»´µì!Zcde23wð´ñ" "

t��b�]²v�¶�·enº4»´µZWätransforms.conf ��� props.conf nYZwð´ñ 

�~"

transforms.conf ��� props.conf ]¦6vð¹W¦6vzs�ZfweÃ#Z��ú+¹²v�¼n°±wð´ñ
$SPLUNK_HOME/etc/system/local/ ð¹W $SPLUNK_HOME/etc/apps/ ]^Â]¢vz{a�Ôá6�89t�ju�
ÔZ;µ\]�©sbnYZwð´ñ°±�©sb]�`#ë>aZcdeWäò4]/°±�©sbZcde3nIJwex
ùúdñ  

M10'SÌ*1IS<P*'Ì""��"

¢vz{vz9Øn $SPLUNK_HOME/etc/system/local/transforms.conf Z� wð´ñvz9Øn,-]�pZ°±
wð´ñ  

[$UNIQUE_STANZA_NAME]  
DEST_KEY = MetaData:Host  
REGEX = $YOUR_REGEX  
FORMAT = host::$1 

  



>F"

vz9Ø¼���X��O��6b�Zät6zZfweXwd®n§¨wð´ñ" "

DEST_KEY = MetaData:Host n*we host:: ��6b�Z®n4»0yð´ñFORMAT = host::$1 WäREGEX ®n 
host:: ��6b�Z4»0yð´ñ 

ö): vz9ØZ�;]Á?Ælëµ¼½nÕÖð´($SPLUNK_HOME/etc/system/default/transforms.conf ]vz9
Øl�h¨ëd¹Y)  

$1*$S<P*'Ì""��"

$SPLUNK_HOME/etc/system/local/props.conf �vz9Øn?@weä] props.conf ]¦6vzs�Zfwe
transforms.confX��On¶�·eð´ñ 

[<spec>]  
TRANSFORMS-$name=$UNIQUE_STANZA_NAME 

<spec> ZW,-'o¨ð´ñ 

1. <sourcetype>äs�9�]¦6vzs�ñ 

2. host::<host>ä<host> Ws�9�Zf´µ²v�ñ 

3. source::<source>ä<source> Ws�9�Zf´µ¦6vñ 

$name Wä¾§Zop�;]Á?Æ�´ñ  

$UNIQUE_STANZA_NAME Wätransforms.conf �?@w¹¾§]vz9Ø¼l-{´µA�';�ð´ñ 

ö): vz9Øn±Ð´µl»ä}°�äprops.conf¬­T]D];{ë~ó/®ùan� wð´ñ\p´
µlä~ón°±w¹<spec>Z¶�·eð´ñ²¨³äøX<spec>Z°±´µ¢vz{��b6b';µqrä
T]~ónvz9ØZ� wð´ñ  

v"

houseness.log �©sb]V]s�9�ZWä3cUZ²v�'[ð+edð´ñ  

41602046:53 accepted fflanda  
41602050:29 accepted rhallen  
41602052:17 accepted fflanda 

²v�®n��wä$SPLUNK_HOME/etc/system/local/transforms.conf ]7wdvz9ØZ� ´µ´µX��On?
@wð´ñ  

[houseness]  
DEST_KEY = MetaData:Host  
REGEX = \s(\w*)$  
FORMAT = host::$1 

\\�ätransforms.conf vz9Øn $SPLUNK_HOME/etc/system/local/props.conf lÔ9uúHe¾§nÊ��w
ð´ñA�ZËXe}°�äprops.conf ¬­� ]~ó/®ùan� wð´ñ 

  



;="

º:]¾§Wäprops.conf ],-]vz9Ø�xuwð´ñ  

[source::.../houseness.log]  
TRANSFORMS-rhallen=houseness  
SHOULD_LINEMERGE = false 

º:]vz9ØZWä� ]~ó/®ùa SHOULD_LINEMERGE = false ';�ð´ñ\+WäSplunkZ7wd�Z7wds
�9�n?@´µ�pÍ�wð´ñ  

ö): ~ó TRANSFORMS-rhallen Z;µ� ] -rhallen Wä\]¾§n?]¾§l¯?´µû¶nwedð´ñ  

\]f¬�#$%&'(Î,ÏZ��ú+µs�9�W,-]�pZë�ð´ñ"

"

"

"

"

" "



;["

¦6vzs�]���d"

¦6vzs�Zcde"
oX9>5S()*+"

-`#ët6z§¨qrWä¦6vzs��´ñõ���#ë¦6vzs�WäÝ�qr�´ñ²¨³ä#$%&'('ÂÃÀÁ´µ
-`#ë¦6vzs�W,-]l���´ñ" "

! access_combinedäNCSA�r�] HTTP'2Ü³656Ý�  
! apache_erroräÍÎ] Apache'2Ü³656Ó×6  
! cisco_syslogäPIX�©sa'�6bäb6z6äACSë.n[�äCiscoâk�C6ut5svZ��F@ú+¹
ÍÎ] syslogä,íÔ�6�] syslog¬­��]Ý�²v�Zcdú+µ  

! websphere_coreäWebSphere¬­��ú+µ�a�©sb  

ö):" #$%&'('ÂÃÀÁ´µ¦6vzs�]LM-ÑWäò4]/¦6vzs�]��­®3nIJwexùúdñ" "

sourcetype Wä¦6vzs���6b�]¼½�´ñ#$%&'( Wät��b�� sourcetype ��6b�n��wð´ñc
ð�ät6zns9tkuvp´µl»äks�9�Zf´µ¦6vzs���6b�n��wes9tkuvwð´ñ
sourcetype ��6b�noÿeø]]zs�]t6zn;­gµ¦6vzs�¬­|}�»ð´ñ²¨³ä
sourcetype=weblogic_stdout n|}weä´se] WebLogic³656]s�9�n|}wð´ñWebLogic'��]�
�s9¬­Ý�ú+edµqr��|}wð´ñ  

oX93oX9>5S"

¦6vWäs9tkuvn¯cs�9�Zfwe #$%&'('À±´µt��b���6b�] 1c�´ñ¦6vWä�©sbäv
�Ô6{äÀ±]s�9�'F@´µT]D]§¨]¼½�´ñ�©sb���t�ju�Ô���ú+µt6z]qräsource 
]®Wä/archive/server1/var/log/messages.0 ð¹W /var/log/ ë.]�bBv�´ñâk�C6u�6v]t6z
¦6vZf´µ¦6v]®WäUDP:514 ë.]�Ý��b���ß6��´ñ 

âëµ¦6v¬­øX¦6vzs�n¯cs�9�'?­+µqr';�ð´ñ²¨³äsource=/var/log/messages n��
wäudp:514 ¬­ÑÒ syslog §¨n�d´µlwð´ñsourcetype=linux_syslog n|}´µlä#$%&'( W\+­]
¦6vOì¬­s�9�n�wð´ñ  

#$%&'("NoX9>5S"VWX'YÌg�~��º»"

#$%&'(Wä¦6vzs�ÂÃÀÁxunoÿeä�ds�9�t6zZ sourcetype ®n°±wð´ñ#$%&'(Wäâk�C6
u§¨];­gµ�©sbð¹Wv�Ô6{]õm]�¯�¬­��â9ã]Bz69nÞ°wes9tkuvè��Z¦6v
zs�ns�9�Z¶�·eð´ñ\]��â9ãWä±��w&ÂBz69ä²9=Bz69ä�]�úë.nÀ±wð´ñ 
#$%&'('��â9ãnÞ°w¹­ä,½ZP­+¹��â9ãl³´wð´ñ��â9ã'µò#Z7wdBz69]qrWä
#$%&'('7wd¦6vzs�n?@wð´ñsourcetypes.conf Z7wdBz69]%&nÚ¡wð´ñ 

  



;D"

¦6vzs�ÂÃÀÁ�W÷¶´µ��'·­+ëdqrWä,-n�dð´ñ" "

! b6b�6v]¦6vzs�ÀÁn°±weäSplunk'À±´µ¦6vzs�]×ØnAÝð´ñ  
! Splunk]¦6vzs�ÂÃÄÅxunQÙweäÀ±]¦6vzs�]ÀÁwnÞYð´ñ  
! ¦6vzs�]ÂÃÄÅnº�ZÊËúHeät6z§¨°±~Z¦6vzs�n°±wð´ñ  
! ¦6vzs�]z�ÕÖnoÿes9tkuvú+edµ¦6vzs�]¼½n¾¿wð´ñ  

¦6vzs�]���dZ4´µLMWäò4]?]�äkunIJwexùúdñ" "

#$%&'("NoX9>5SÌiÜÝ¢Þjgß���º»"

@6Ø6Wä#$%&'( �¦6vzs�®ns�9�Zéæ´µì!n°±´µäð¹W" #$%&'( ZÂÃ#ZéæúHµ]d>+¬
nÍ±�»ð´ñ,-]Ôv�Wä#$%&'( �¦6vzs�®ns�9�Zéæ´µì!lT]ý¸n�wedð´ñ" "

1. inputs.conf ]§¨vz9Ø?¦6vzs�]LMï]:  

[monitor://$PATH]  
sourcetype=$SOURCETYPE 

2. props.conf Zvz9Øn?@´µ\lZ�µä¦6v?]¦6vzs�]LMï]  

[$SOURCE]  
sourcetype=$SOURCETYPE 

3. ¦6vzs�]b6b�6v45ÕÖ:  

props.conf ] rule:: vz9ØZÍ±w¹ÄÅb6bnoÿeä¦6vl¦6vzs�n-{úHµ\l'�»ð´ñ 

4. ÞwëJr: P¹U'¹edµ�©sbnJrwe¦6vzs�n?@wð´ñ  

5. �ºb6b:  

props.conf Z [delayedrule::] vz9Øn?@´µ\ln£deäb6b�6v]45ólø]Zxuwð´ñ\+Wä
#$%&'( �P»úëd¹Yä/´se]¦6vzs�n��0�3qrZÌå�´ñ  

6. ¦6vzs�ÂÃ4®:  

SplunkWä¦6vzs�'45ÕÖ­+edëd¦6vn¸Z7wd¦6vzs�n?@wð´ñ 

  



;>"

oX9>5S"�~V�5'"

¦6v]¦6vzs�W inputs.conf Z°±wð´ñ¢vz{s9tkuv�ÝB�����¦6vzs�]b6b�6v
45W props.conf n,Xe°±wð´ñ°±�©sbnüÃ�¾¿´µ½ZWäA>°±�©sbZcde0ÿe�xA�
';�ð´ñ  

¦6vzs�]¼½¾¿"
oX9>5S"pqrs"

$1*$S<P*'Ì" �¦6vzs�n°±´µl»ä¦6vzs�]¼½n¾¿�»ð´ñ��]¦6vzs��øX¼½n+;�»ð
´ñ\]ì!Wä|}´µ¹YZ-5]¦6vzs�n�b6�Ù´µ÷ZÌå�´ñ" "

ö):"¦6vzs�]¼½¾¿Wä¤Zs9tkuvú+¹s�9�ZW}~;�ðH(ñs9tkuvú+¹s�9�]¦
6vzs�n¾¿´µZWäz�nÕÖð´ñ"LwxWäò4]/z�lÓsÔavZcde3nIJwexùúdñ" "

¦6vzs�]¼½n¾¿´µZWä,-n¦6vzs�vz9ØZ� wð´ñ" "

[<$SOURCETYPE>]  
rename = <string> 

¼½n¾¿w¹¼Wä,-�¦6vzs�n|}�»ð´ñ" "

sourcetype=<string> 

²¨³ä¦6vzs� access_combined n webaccess Z¼½¾¿´µqrWä,-]�pZ):wä  

[access_combined]  
renamed = webaccess 

T]¼ä7wd¦6vzs�¼�s�9�n|}´µZWä,-]�pZ):wð´ñ" "

sourcetype=webaccess 

ö): props.conf Z¦6vzs�]s9tkuv�ÝB��n°±´µqrWäsourcetypes.conf Zm÷ZÚÛú+e
dµ¦6vzs�]®noæ´µA�';�ð´ñ 

¦6vzs�]¼½n¾¿we�ä.]¼½W¢£wðH(ñ"_sourcetype" ~ónoplä¦6vzs�].]¼½n|}
�»ð´ñ²¨³äaccess_combined (¦6vzs�]¼½n webaccess Z¾¿w¹¼)n|}´µqrWä,-]�pZ
):wð´ñ  

_sourcetype::access_combined 

b6b�6v]¦6vzs�ÀÁ]°±"
'X'RX9"oX9>5Sàá"�~"

b6b�6v]¦6bzs�ÀÁn°±weä#$%&'('ÀÁ´µ¦6vzs�]×ØnAÝð´ñ#$%&'( Wäprops.conf �
Í±w¹X��On¸Zb6b�6v]¦6vzs�nÂÃ#Z¶�·eð´ñ 

  



;;"

¦6vzs�]b6bn°±´µZWä$SPLUNK_HOME/etc/system/local/äð¹W $SPLUNK_HOME/etc/apps/ ]^Â
]¢vz{a�Ôá6�89t�ju�ÔZ;µ props.conf nYZwð´ñ°±�©sb]�`#ë>aZcdeWä¡�
h^_`ab]/°±�©sbZcde3nIJwexùúdñ  

�~"

props.conf Z rule:: ð¹W delayedrule:: vz9Øn� web6bn?@wð´ñb6bvz9Ø�Wä¦6vzs
�]¼½n¼Çwð´ñ¦6vzs�n¼Çw¹¼Wä¦6vzs�Z¶�·eµb6bn-Ñwð´ñb6bWä-5] 
MORE_THAN ��� LESS_THAN ):n¸Z?@ú+ä\+­W-{´µA�';�ð´ñ):WäX��Ol-{´µÍ±ú
+¹�]¶r�-{wëÖ+³dÖëdX��O�´ñ):Wdxc��Í±�»ð´ñð¹ä¦6v'¦6vzs�b6bZ
ér´µ¹Yä´se]):'-{wedµA�';�ð´ñ  

,-n $SPLUNK_HOME/etc/system/local/props.conf Z� wð´ñ  

[rule::$RULE_NAME] OR [delayedrule::$RULE_NAME]  
sourcetype=$SOURCETYPE  
MORE_THAN = $REGEX  
LESS_THAN = $REGEX 

ö): b6bZWä��] MORE_THAN ��� LESS_THAN Bz69n¯c\l'�»ð´ñb6b'-{´µ¹YZWä´
se]Bz69'érú+edµA�';�ð´ñ  

b6bWäÍ±w¹&Âhn[���]¶rn¸Z?@ú+ð´ñ-{´µZWäb6b'T]¶rl MORE_THAN ð¹W 
LESS_THAN ]d>+¬�;µA�';�ð´ñ  

v"

,-Wä$SPLUNK_HOME/etc/system/default. ]²�´ñ  

$*SMÌ!ª"SKS%*."V�5'"

# postfix_syslog sourcetype rule  
[rule::postfix_syslog]  
sourcetype = postfix_syslog  
# If 80% of lines match this regex, then it must be this type  
MORE_THAN_80=^\w{3} +\d+ \d\d:\d\d:\d\d .* postfix(/\w+)?\[\d+\]:  

LÍâã{ä9G"åæ'X'"

# breaks text on ascii art and blanklines if more than 10% of lines have  
# ascii art or blanklines, and less than 10% have timestamps  
[delayedrule::breakable_text]  
sourcetype = breakable_text  
MORE_THAN_10 = (^(?:---|===|\*\*\*|___|=+=))|^\s*$  
LESS_THAN_10 = [: ][012]?[0-9]:[0-5][0-9] 

  



;H"

" #$%&'(" ]¦6vzs�ÂÃÄÅÆ]ÇÈ"

#$%&'(""oX9>5SabLçè"éê"

\]üýnoÿeä#$%&'( �7wd¦6vzs�nÁ?´µ�pÇÈ´µäð¹W7wd³9�bnî¨eÇÈÉy¦6vzs
�]ÀÁwnÞYð´ñÂÃÄÅÆ]ÇÈn�plä#$%&'( �Å¹´µBz69n¯c½�]s�9�t6znÀ±]¦6vz
s�lweÄÅwð´ñ\+Wä#$%&'( �¾rw¹¦6vzs�n¯ct6zn[�t�ju�Ô(/var/log ë.)ns9t
kuv´µl»ZÌå�´ñ #$%&'( WäÙl(.] syslog�©sbZ sourcetype=syslog n¶�·eµxu�ä/ÇÈÉ
y3nm�wð´ñ  

ö):"¦6vzs�]ÂÃÄÅÆ]ÇÈWä¿�]s�9�t6zZéæú+ä¤Zs9tkuvú+edµs�9�t6zZ
Wéæú+ðH(]�øö°xùúdñ" "

)6��6�]°±nÀ¯weÂÃÄÅÆnÊËwä§¨Zf´µ¦6vzs�nº4»´µäð¹W¦6v]¦6vzs�n
º4»´µ�pZ�»ð´ñð¹Wäb6b�6v]¦6vzs�ÀÁn°±wð´ñ" "

#$%&'( Z>Áú+edµ�¼@6��Ô��noÿeä�©sbn�¼Z´µ\l��»ð´ñ" "

#$%&'('+,qr]ÀÁZÂÃ´µäð¹W¡Xë¦6vzs�®néæ´µqrWäT]½¾n #$%&'( ]³ß6�Z&Äw
ä³9�b�©sbncÕwexùúdñ" "

J©O""��"

\\ZäJ©O" noÿe¦6vzs�nÇÈ´µ¹Y]§¨²n�wð´ñ" "

# splunk train sourcetype $FILE_NAME $SOURCETYPE_NAME 

$FILE_NAME Z�©sbð�]�Bvn§¨wð´ñ$SOURCETYPE_NAME Wä@6Ø6'?@´µ¢vz{¦6vzs��´ñ  

-`#Zä7wd¦6vzs�Zfweë�]âëµ³9�bnoÿeÇÈwä#$%&'('¦6vzs�]hdn4sµ�pZ´
µ\l'Nê�´ñ" "

ÇÈÉy¦6vzs�"
éêë<oX9>5S"

#$%&'( WäÇÈÉy]¦6vzs�ncÿe�x]âëµ¦6vzs�nÁ?wð´ñ¦6vzs�]�WäÂÃ#¬céêZ
ÀÁäz�ÕÖä���ý&�eú+ð´ñ"ð¹äÂÃÀÁú+ëd'" #$%&'(Î,Ï ð¹W" !'$&MS<P*'Ì �¶�·etuëN�
]ÇÈÉy¦6vzs�nÚ¯wedð´ñ"

#$%&'('ÇÈÉy¦6vzs�ZfweõéÙú+¹s9tkuv�ÝB��n¯c¹Yät6zl-{´µqrWäÇÈÉy
]¦6vzs�noplÌå�´ñ¹ùwät6z'.]ÇÈÉy¦6vzs�Z�érwëdqrWä¢vz{�ÝB��n
¯¹ëdt6z]qrn�Ås9tkuv´µ\l'�»ð´ñ"

" "



;E"

¦6vzs����T]ïòyZcdeLwx�9yxùúdñ" "

abàáìÆ�oX9>5S"

¦6vzs�¼" dÆ" ² 

0PP,SS�P*IÏ!',-" TJ#Q�r�qr"
LMM$'2Ü³656
Ý�iaBk9ð¹W
T]D]'2Ü³6
5�F@tuj"

10.1.1.43 - webdev [08/Aug/2005:13:18:16 "-" 
"check_http/1.10 (nagios-plugins 1.4)" 

0PP,SS�P*IÏ!',-�+P**(!," TJ#Q�r�qr"
LMM$'2Ü³656
Ý�iaBk9ð¹W
T]D]'2Ü³6
5�F@tujäÇÈ
Z" P**(!, ��6b�
nÕ "

"66.249.66.102.1124471045570513" 59.92.110.121 
-0700] "GET 
/themes/splunk_com/images/logo_"http://www.splu
nk.org/index.php/docs" "en-US; rv:1.7.8) 
Gecko/20050524 
Fedora/1.0.4-"61.3.110.148.1124404439914689" 

0PP,SS�P*II*'" TJ#Q+;�qr"
LMM$'2Ü³656
Ý�iaBk9ð¹W
T]D]'2Ü³6
5�F@tuj"

10.1.1.140 - - [16/May/2005:15:01:52 -0700] 
/themes/ComBeta/images/bullet.png HTTP/1.1" 

0$0PL,�,11*1" ÍÎQ$0PL,'2Ü³
656Ó×6Ý�"

[Sun Aug 7 12:17:35 2005] [error] [client 
/home/reba/public_html/images/bullet_image 

0SM,1!S(�P-1" ÍÎavzÔvu Oå"
åÉMÊ��wLMj
�6�"

"","5106435249","1234","default","""Jam
es 

Jesse""<5106435249>","SIP/5249-1ce3","","15:19:
25","2005-05-26 
15:19:25","2005-05-15:19:42",17,17,"ANSWERED","
DOCUMENTATION" 

0SM,1!S(�,T,'M" ÍÎavzÔvus
�9�Ý�i¡�s�
9�j"

Aug 24 14:08:05 asterisk[14287]: Manager 

0SM,1!S(�I,SS0.,S" ÍÎavzÔvu�
k�67Ý�iÓ×6
lÊÄj"

Aug 24 14:48:27 WARNING[14287]: Channel 'Zap/1-1' 
sent into invalid extension 's' in context 
'default', but no invalid handler 



;�"

0SM,1!S(�Ë&,&," ÍÎavzÔvuÐ
`6Ý�"

NONE|NONE|NONE|CONFIGRELOAD| 

P!SP*�SKS%*." b6zäQJ#ë.n
[� J!SP* âk�C
6ut5svZ��
F@ú+¹ÍÎJ!SP*"
#KS%*." "
,íäÔ�6�"
SKS%*. ¬­��Ý�
²v�Zcd"

Sep 14 10:51:11 stage-test.splunk.com Aug Inbound 
TCP connection denied from IP_addr/TCP_flags on 
interface int_name Inbound 144.1.10.222/9876 to 
10.0.253.252/6161 flags  

-ÏD�-!0." ÍÎ" OÉ/"�ÉD t6z
�6v]¡����
Ó×6Ý�"

2005-07-01-14.08.15.304000-420 
I27231H328 4760 PROC : db2fmp.exe 
INSTANCE: DB2 NODE Table Maintenance, 
db2HmonEvalStats, probe:evaluation has 
finished on database TRADEDB 

 

,ª!I�I0!'" 8ª!I"/KQ]�s9Ý
�"

2005-08-19 09:02:43 1E69KN-0001u6-8E => 
R=send_to_relay T=remote_smtp H=mail.int. 

,ª!I�1,Ì,PM" 8ª!I ]ÍÎÝ�" 2005-08-08 12:24:57 SMTP protocol violation: sent 
without waiting for greeting): rejected 
H=gate.int.splunk.com [10.2.1.254] 

%!'&ª�I,SS0.,S�SKS%*." ÍÎ %!'&ª"SKS%*."iÙ
l(.]�×k��
�6{]
CT01C%*.CI,SS0.,Sj"

Aug 19 10:04:28 db1 sshd(pam_unix)[15979]: session 
opened for user root by (uid=0) 

%!'&ª�S,P&1," ©!'&ª"S,P&1,%*." Aug 18 16:19:27 db1 sshd[29330]: Accepted 
publickey for root from ::ffff:10.2.1.5 port 40892 
ssh2 

%*.;Ì" %*.;Ì" noÿ¹" ÓD88
³656F@] ©*.;Ì
ÍÎ�¨"

2005-03-07 16:44:03,110 53223013 [PoolThread-0] 
INFO [STDOUT] got some property... 

IKSË%-�,11*1" ÍÎ IKSË% Ó×6Ý
�"

050818 16:19:29 InnoDB: Started; log sequence 
number 0 43644 /usr/libexec/mysqld: ready for 
connections. Version: '4.1.10a-log' socket: 
'/var/lib/mysql/mysql.sock' port: 3306 Source 
distribution 

IKSË%-" ÍÎ" IKSË%" uÓÔÝ 53 Query SELECT xar_dd_itemid, xar_dd_propid, 
xar_dd_value FROM xar_dynamic_data WHERE 



;B"

�ä�Ðv��]¾§
¼]"IKSË%" ]5si
ÔÝ�l-{"

xar_dd_propid IN (27) AND xar_dd_itemid = 2 

$*SMÌ!ª�SKS%*." S'!ªC©!'&ª"SKS%*.Ï
q]jß6�Z�µ
ÍÎ å*SMÌ!ª"/KQ"Ý
�"

Mar 1 00:01:43 avas postfix/smtpd[1822]: 
0141A61A83: 
client=host76-117.pool80180.interbusiness.it[80
.180.117.76] 

S,'-I0!%�SKS%*." S'!ªC©!'&ª"SKS%*.Ï
q]jß6�Z�µ
ÍÎ #,'-I0!%" " /KQ
Ý�"

Aug 6 04:03:32 nmrjl00 sendmail[5200]: 
q64F01Vr001110: to=root, ctladdr=root (0/0), 
delay=00:00:01, xdelay=00:00:00, mailer=relay, 
min=00026, relay=[101.0.0.1] [101.0.0.1], 
dsn=2.0.0, stat=Sent (v00F3HmX004301 Message 
accepted for delivery) 

S&.01P1I�%*.;$L$" %*.;$L$"@6��Ô
��noæw¹jß
6�Z�µÍÎ"
#&.01P1I" au��
à��Ý�"

Fri Aug 5 12:39:55 2005,244 [28666] FATAL 
layout_utils - Unable to load the application list 
language file for the selected language(en_us) or 
the default language(en_us) 

+,Ï%*.!P�SM-*&M" ÍÎâs��Ü" É8Q"
��6^k�]
Î,Ï%*.!P ³656Ý
�"

####<Sep 26, 2005 7:27:24 PM MDT> <Warning> 
<WebLogicServer> <bea03> <asiAdminServer> 
<ListenThread.Default> <<WLS Kernel>> <> 
<BEA-000372> <HostName: 0.0.0.0, maps to multiple 
IP addresses:169.254.25.129,169.254.193.219> 

+,ÏS$L,1,�0PM!T!MK" Î,ÏS$L,1, au��
à��Ý�ä³6àv
Ý�lweIJ"

ComponentId: Application Server ProcessId: 2580 
ThreadId: 0000001c ThreadName: Non-deferrable 
Alarm : 3 SourceId: 
com.ibm.ws.channel.framework.impl. 
WSChannelFrameworkImpl ClassName: MethodName: 
Manufacturer: IBM Product: WebSphere Version: 
Platform 6.0 [BASE  

6.0.1.0 o0510.18] ServerName: 
nd6Cell01\was1Node01\TradeServer1 TimeStamp: 
2005-07-01 13:04:55.187000000 UnitOfWork: 
Severity: 3 Category: AUDIT PrimaryMessage: 
CHFW0020I: The Transport Channel Service has 
stopped the Chain labeled SOAPAcceptorChain2 
ExtendedMessage: 

+,ÏS$L,1,�P*1," Î,ÏS$L,1, ]
J*1,Ì!%, Óuvß6�

NULL-------------------------------------------
----------------------------0SECTION TITLE 
subcomponent dump routine 
NULL=============================== 1TISIGINFO 
signal 0 received 1TIDATETIME Date: 2005/08/02 at 
10:19:24 1TIFILENAME Javacore filename: 
/kmbcc/javacore95014.1122945564.txt NULL  

0SECTION XHPI subcomponent dump routine NULL 



;F"

============================== 1XHTIME Tue Aug 2 
10:19:24 20051XHSIGRECV SIGNONE received at 0x0 in 

<unknown>. Processing terminated. 1XHFULLVERSION 
J2RE 1.3.1 IBM AIX build ca131-20031105 NULL 

+,ÏS$L,1,�M1%*.�SKS,11" OÉ/]âs��Ü" M1"
Ý�qr]ÍÎ
Î,ÏS$L,1, �v�{
Ó×6Ý�"

[7/1/05 13:41:00:516 PDT] 000003ae SystemErr R at 
com.ibm.ws.http.channel. 
inbound.impl.HttpICLReadCallback.complete 
(HttpICLReadCallback.java(Compiled Code)) 
(truncated) 

+,ÏS$L,1,�M1%*.�SKS*&M" OÉ/]âs��Ü" M1"
Ý�ÍÎ" Î,ÏS$L,1,
�v�{�¨Ý�ä
R,S!'��� ÓÏ*SSZ
f´µ" %*.;Ì³65
6Ý�lø]ä�v�
{Ó×6Ý�lwe
]³9�b��6^
k�i$Nwä%&ó
]Ðds�9�j"

[7/1/05 13:44:28:172 PDT] 0000082d SystemOut O Fri 
Jul 01 13:44:28 PDT 2005 TradeStreamerMDB: 100 
Trade stock prices updated: Current Statistics 
Total update Quote Price message count = 4400 Time 
to receive stock update alerts messages (in 
seconds): min: -0.013 max: 527.347 avg: 
1.0365270454545454 The current price update is: 
Update Stock price for s:393 old price = 15.47 new 
price = 21.50 

+!'-*+S�S'01,�SKS%*." ÑÒx4 O'M,1S,PM"
Q%%!0'P,"#'01," Ó6
729�Z�� S'!ª"
ð¹W" ©!'&ªS,1T,1"
]"Ô�6� SKS%*."
Zjß6�ú+¹Í
Î" Î!'-*+Ss�9�
Ý�"

0050818050818 Sep 14 10:49:46 
stage-test.splunk.com Windows_Host MSWinEventLog 
0 Security 3030 Day Aug 24 00:16:29 2005 560 
Security admin4 

User Success Audit Test_Host Object Open: Object 
Server: Security Object 

Type: File Object Name: C:\Directory\secrets1.doc 
New Handle ID: 1220 

Operation ID: {0,117792} Process ID: 924 Primary 
User Name: admin4 Primary 

Domain: FLAME Primary Logon ID: (0x0,0x8F9F) 
Client User Name: - Client 

Domain: - Client Logon ID: - Accesses SYNCHRONIZE 
ReadData (or ListDirectory) Privileges -Sep 

"

" "



H="

éêë<oX9>5S"

\]Ôv�ZWäÂÃÀÁú+µ¦6vzs�lÂÃÀÁú+ëdÇÈÉy¦6vzs�]Oì')*ú+edð´ñ" "

¢� Ô6" ¦6vzs�"

a�Ôá6�89³656" %*.;ÌN"%*.;$L$N"+,Ï%*.!P�SM-*&MN"+,ÏS$L,1,�0PM!T!MKN"+,ÏS$L,1,�P*1,N"+,ÏS$L,1,�M1%*." "

t6z�6v" IKSË%-N"IKSË%-�,11*1N"IKSË%-�Ï!'" "

�Æ�6b" ,ª!I�I0!'N",ª!I�1,Ì,PMN"$*SMÌ!ª�SKS%*.N"S,'-I0!%�SKS%*.N"$1*PI0!%" "

1ùj6��9��v�{"

%!'&ª�I,SS0.,S�SKS%*.N"%!'&ª�S,P&1,N"%!'&ª�0&-!MN"%!'&ª�Ï**M%*.N"0'0P*'-0N"0'0P*'-0�SKS%*.N"
*Sª�0S%N"*Sª�P10SL1,$*1M,1N"*Sª�P10SL�%*.N"*Sª�!'SM0%%N"*Sª�S,P&1,N"*Sª�-0!%KN"*Sª�+,,(%KN"
*Sª�I*'ML%KN"*Sª�+!'-*+�S,1T,1N"+!'-*+S�S'01,�SKS%*.N"-I,S.N"ÌM$N"SS%�,11*1N"SKS%*.N"S01N"
1$I$(.S" "

âk�C6u" '*T,%%�.1*&$+!S,N"MP$" "

�Ô9z" P&$S�0PP,SSN"P&$S�,11*1N"S$**%,1" "

b6z6l�©sa'�6
b"

P!SP*�P-1N"P!SP*�SKS%*.N"P%0T!SM,1" "

7*Oå" 0SM,1!S(�P-1N"0SM,1!S(�,T,'MN"0SM,1!S(�I,SS0.,SN"0SM,1!S(�Ë&,&," "

'2Ü³656" 0PP,SS�P*IÏ!',-N"0PP,SS�P*IÏ!',-�+P**(!,N"0PP,SS�P*II*'N"0$0PL,�,11*1N"!!S" "

T]D" S'*1M" "

"

¦6vzs�ÂÃ¶·]ÊË"
oX9>5SabÍÎ"íî"

§¨°±~Z¦6vzs�n°±weÀ±]t6z§¨Zf´µ¦6vzs�ÂÃ¶�·enº4»�»ð´ñi-IJj" ¹ùw
ä\]ì!WäÓw'Þxëd¹YäøX²v�ð¹W¦6v¬­]t6zZ´seøX¦6vzs�¼'¶�·e­+ð´ñ" "

[ c]t�ju�Ô§¨�âëµ¦6v¼nî¨µA�';µqrWä[c]¦6vZf´µ¦6vzs�n°±wð´ñ"

" "



H["

ÀÁ(,��oX9>5S"ÐÑÒ"

\]üýnoÿeä§¨Z�µ´se]t6z]¦6vzs�n36Z°±wð´ñ" "

t�ju�Ô(/var/log/ ë.)n§¨´µqrWä\]ì!�T]t�ju�Ô>]´se]�©sbZfweøX¦6vz
s�n¶�·eð´ñøX§¨t�ju�Ô>Z;µR^]¦6vZâëµ¦6vzs�n¶�·eµZWä¦6vZfwe¦
6vzs�n°±wð´ñ  

ö):"\]°±Wä7wd�dt6zZ]y}~næçwð´ñ#$%&'("Î,Ï ���ú+µ¤Zs9tkuvú+edµt6z
]¦6vzs�n�X´µZWäT]¦6vzs�Zz�n?@wð´ñ" "

#$%&'("Î,Ï""��"

#$%&'("Î,Ï �t6z§¨n°±´µl»Zä¦6vzs�n)6��6�Ù�»ð´ñ" "

oX9>5Sk9G«¬ïð"

¦6v' #$%&'( ]ÇÈÉy¦6vzs�] [c�;µqrWäøX¼½néêwe #$%&'( ZÂÃ¶�·eúHµì!'éwe
dð´ñ#$%&'( ]ÇÈÉy¦6vzs�]23WäÇÈÉy¦6v�©sb]Ô�©j9vÔv�nIJwexùúdñ" "

¦6vzs�°±]�Ýk�«'9¬­Ôv�¬­néêwð´ñ" "

¨:*oX9>5Spg�ñ"

t6z§¨¦F-¥]�Ýk�«'9�_`6¬­^_`abnéêwð´ñ" "

¦6vzs�ÔkuvZ¦6vzs�¼n§¨wð´ñ" "

\\�äs�9�Z sourcetype= ®'� ú+ð´ñ  

�~V�5'"��"

inputs.conf �§¨n°±´µl»Zäsourcetype n°±´µ\l��»ð´ñ sourcetype = ~ón 

$SPLUNK_HOME/etc/system/local/inputs.conf ]éêëvz9ØZ[Yð´ñ  

[tcp://:9995] 
 connection_host = dns  
sourcetype = log4j  
source = tcp:9995 

\\�äß6� 9995] TCP§¨n,©´µs�9�Z sourcetype=log4j n°±wð´ñ  

oX9"oX9>5SgÐÑÒ"

\]üýnoÿeäprops.conf ]¦6vn¸Z¦6vzs�n¶�·eð´ñ$SPLUNK_HOME/etc/system/local/ ð¹
W $SPLUNK_HOME/etc/apps/ ]^Â]¢vz{a�Ôá6�89t�ju�ÔZ;µ props.conf �©sbnYZwð´
ñ°±�©sb]�`#ë>aZcdeWä°±�©sb]wxynIJwexùúdñ  

ö): \+Wä°±¾¿w¹¼Z§¨ú+µ7wdt6zZ]y}~wð´ñ#$%&'("Î,Ï Z��ú+µ¤Zs9tkuvú+
¹t6z]¦6vzs�n�Xw¹dqrWä¦6vzs�Zz�n?@wð´ñ 

  



HD"

�~V�5'"��"

$SPLUNK_HOME/etc/system/local/props.conf Z¦6v]vz9Øn� weäsourcetype = ~ón°±wð´ñ  

[source::.../var/log/anaconda.log(.\d+)?]  
sourcetype = anaconda 

\\�ä&Âh /var/log/anaconda.log ]¼Z�Â&Ân[�¦6v]s�9�n sourcetype=anaconda Z°±wð
´ñ  

Splunk�Wävz9Ø]¦6vBv]X��O¸[source::.../web/....log]ë.¹Wä�»µ��_`#Z�)wäÕf
ZX��O' "..." �l¿­ëd�p56wedð´ñ ²¨³ä,-Wõd²�´ñ  

[source::/home/fflanda/...]  
sourcetype = mytype 

\]²�Wä/home/fflanda ] gzip�©sbW gzip�©sb�Wëx mytype�©sblweè�ú+µ¹YäÖ×�´
ñ  

\]qrWä,-]�pZ):wð´ñ  

[source::/home/fflanda/....log(.\d+)?]  
sourcetype = mytype 

$1*$S<P*'Ì" ZcdeLwx�9yxùúdñ"

$1*$S<P*'Ì" �¦6vzs�°±nÍ±"

$1*$S<P*'Ì"NoX9>5S�~gò~"

props.conf �W¦6vzs�]LM°±'�»ð´ñ,-]~ó/®ùanoÿe¦6vzs�]°±nÍ±wð´ñ¦6v
zs�vz9Øn$SPLUNK_HOME/etc/system/local/äð¹W $SPLUNK_HOME/etc/apps/ ]^Â]¢vz{a�Ôá6
�89t�ju�ÔZ;µ props.conf �©sbZ� wð´ñ °±�©sbZcdeWä°±�©sb]wxynIJwe
xùúdñ  

ö): ,-]~ó/®ùaWä[<$SOURCETYPE>] �¶ðµvz9ØZ]y°±wð´ñ  

invalid_cause = <string> 

! ÒqS*&1P,MK$,rÕ" vz9ØZ]y°±tu�´ñ" "
! #$%&'( W" !'T0%!-�P0&S," �k��Wt6zns9tkuvwðH(ñ" "
! qSM1!'.rn" |01PL!T,|" Z°±weä�©sbna6¢sÜ�Ý�k³i&'01PL!T,�PI-" �Í±jZcdwð´ñ" "
! #$%&'(%*..,1 nt5k��6��m�wedµqrWäS$%&'(-<%*. ZÓ×6nØXµ�pT]D]&Âh�°±wð´ñ" "

! t��b�W$%�´ñ"

" "



H>"

unarchive_cmd = <string> 

! !'T0%!-�P0&S, n|01PL!T,|Z°±w¹qrZ]yÊ��ú+ð´ñ" "
! qSM1!'.r" Wä�2b�^9�nÍ±weäa6¢sÜ¦6v]��nm�wð´ñ" "
! A> SM-!' ]§¨n�däSM-*&M ]�¨nF@´µ�2b�^9�nm�wð´ñ" "
! 5k9è��©sbWoæwëd�xùúdñ" $1,$1*P,SS!'.�SP1!$M" noæwð´ñ" "
! t��b�W$%�´ñ" "

LEARN_MODEL = <true/false> 

! Ù0]¦6vzs�]qrWäÌ!%,P%0SS!Ì!,1'�tb�©sbn4®t�ju�ÔZ� wð´ñ" "
! ekl¦6vzs�i¦6vzs�]?@]ñd²�Wëd¦6v�6�ë.jZf´µÃ?np{Z´µqrWä
©8QRT�/V�8©"W"Ì0%S," n°±wð´ñ" "

" �_`#ZWä¦6vn¼½�b6bë.�ÏSZÄÅ�»ä�9�9QnÄewe�·µ�]'ëdqrWä
LEARN_MODEL n false Z°±wð´ñ  

! t��b�W$%�´ñ" "

maxDist = <integer> 

! ¦6vzs��tb'O®]�©sblâëµwrdn�Yð´ñ" "
! ®'N»dÙ.äÚa×Ø'Axë�ð´ñ" "
! ²¨³ä®'ëúdqri[=" ë.jWäÍ±w¹¦6vzs�]hd��ëxë�ð´ñ" "
! N»d®WäÀ±]¦6vzs�]�©sb'N@Zâëµ\ln�wð´ñ" "
! t��b�W" >==" �´ñ"

" "



H;"

s�9�zs�]¡�"

s�9�zs�Zcde"
5R6G>5S()*+"

s�9�zs�Wät6zn��w�´x´µ¹Y]ÄÅ�v�{�´ñs�9�zs�nopläN�]t6z]è�äÅ¹
Bz69]|}äa×6��jß6�]?@ë.'�¨ð´ñ" "

5R6G35R6G>5S"

s�9�WäÝ��©sbZ)*ú+µUÃn�´ [c]j�6��´ñ-`#Zs�9�ZWäzs{vz9�')*ú+ä
��ð¹WÝ�)Åú+edµ�v�{]´µZ4´µ%&nÈÉwð´ñ" "

s�9�zs�Wäs�9�n¢� Ô6ÄÅ´µ\lZ��|}nÏÛÙ´µ¹YZ@6Ø6'±Ð´µ��6b��´ñs
�9�zs�noplä+,]Àón¯cs�9�nÄÅ´µ\l'�»ð´ñ|}��'�µläÙ0]s�9�zs�lJ
r92kuú+ð´ñs�9�zs�Wä,T,'MMK$,S<P*'" ]s�9�zs�±Ðl-{´µs�9�';µqrZä|}~�Z
s�9�Zéæú+ð´ñt6zns9tkuvwe¬­äs�9�zs�Zz�nÕÖµäð¹WÚÛwð´ñ" "

5R6G>5S"Lç"

^Â]s�9�zs�n?@´µì!Wdxc¬;�ð´ñ#$%&'("Î,Ï ð¹W°±�©sbnoÿes�9�zs�n±Ð´
µäð¹W|}ns�9�zs�lweÚÛ´µ\l��»ð´ñ|}ns�9�zs�lweÚÛ´µqrWäpunct ��
6b�noÿe|}n?@�»ð´ñpunct ��6b�Wäs�9�]ý�n¸Z|}]/0ynüûÖwð´ñ  

$&'PM"VWX'Yg���çó5R6G"@A"

s�9�]qrWs�9�zs�Z�;]¹Yä#$%&'(�Wäs�9�]²9=&ÂnpunctlÊ³+µ��6b�Zs9tk
uvwð´ñpunct ��6b�Wäs�9�]õm]�¬­ 30 ]²9=&ÂnÚÛwð´ñ\]��6b�WäøÅ]s�
9�nÛÜx|}´µqrZûüôð´ñ  

punct ]oæZ4´µö°vè  

! 1æz���5kuv×k�`Wp�ú+ð´ñ  
! vù6vWäa9«6×s9(_)Z¦»§¨­+ð´ñ  
! zÜW "t" Z¦»§¨­+ð´ñ  
! ab�©�k�&ÂZix«k�`Wp�ú+ð´ñ  
! • fglëµ²9=&Â:  

",;-#$%&+./:=?@\\'|*\n\r\"(){}<>[]^!"  

! $&'PM" ��6b�WäF@~Z å)O noÿeÝ¼ú+edµä�0&-!M s9tkuv]s�9�ZWo¨ðH(ñ" "

" "



HH"

$&'PM" ��6b�]odì���T]D]s�9�Á?ì!ZcdeWä@6Ø6^_`ab]/Å¹´µs�9�nÄÅwe�
b6�Ù´µ3nIJwexùúdñ" "

å&'PM""v"

,-]s�9��Wä" "

####<Jun 3, 2005 5:38:22 PM MDT> <Notice> <WebLogicServer> <bea03> <asiAdminServer> 
<WrapperStartStopAppMain> <>WLS Kernel<> <> <BEA-000360> <Server started in RUNNING mode> 

,-]²9='F@ú+ð´ñ" "

####<_,__::__>_<>_<>_<>_<>_<>_  

,-]s�9��Wä" "

172.26.34.223 - - [01/Jul/2005:12:05:27 -0700] "GET  
/trade/app?action=logout HTTP/1.1" 200 2953 

,-]²9='F@ú+ð´ñ" "

..._-_-_[:::_-]_\"_?=_/.\"__  

5R6G>5S"7W9fÕk"

}°]|}n typelearner�^9��Bs�weäSplunk Web�ÑÒs�9�zs�n?@wð´ñ
eventdiscoverer.conf �©sbWäÙl(.]qroæú+ðH('äSplunk Web�7wds�9�zs�n4®´µl
»Zp�´µæ«nÍ±´µ\l'�»ð´ñ  

¨:*5R6G>5S"D�"

õ�ÏSZ7wds�9�zs�n?@´µZWä#$%&'("Î,Ï nodð´ñ|}nÚÛ´µ]løXì!�s�9�zs�nÚ
Ûwð´ñs�9�zs�]ÚÛZcdeLwx�9yxùúdñ" "

eventtypes.conf n¾¿we7wds�9�zs�n?@wð´ñ|}ns�9�zs�lweÚÛ´µì!ZcdeWä@
6Ø6^_`ab]/Å¹´µs�9�nÄÅwe�b6�Ù´µ3nIJwexùúdñ  

5R6G>5S">J"

s�9�zs�Zz�nÕÖet6zn¢� Ô6ÄÅwð´ñ[c]s�9�Z��]z�nÕÖµ\l'�»ð´ñs�9�
zs��]z�ÕÖZcdeWäò4]/s�9�zs�]z�ÕÖ3nIJwexùúdñ"

" "



HE"

5R6G>5S"�~V�5'"

s�9�zs�W eventtypes.conf ZÚÛú+ð´ñ 

s�9�zs�t�v¢5Ô]æ«Wäeventdiscoverer.conf Z°±ú+ð´ñ 

#$%&'("Î,Ï" Z�µs�9�zs�]±Ð"

#$%&'("Î,Ï"(d�5R6G>5S"~�"

Ùl(.]|}Ws�9�zs�lweÚÛ�»ð´ñ1c]s�9�'��]s�9�zs�n¯c\l��»ð´ñSplunk 
Web�?@w¹s�9�zs�Wä$SPLUNK_HOME/etc/system/local ð¹W$SPLUNK_HOME/etc/apps/ Z;µ^Â]
a�Ôá6�89t�ju�Ô] eventtypes.conf ZÂÃ� ú+ð´ñ(¢vz^s£w¹t6zn?]³656ZÏS
Z_cw¹dqrWä¼hnoæwexùúdñ)  

ö):"s9tkuväL*SMM0.ä,T,'MMK$,M0.äS*&1P,MK$,äð¹WBs�Þ°ÆnÍ±we|}´µs�9�zs�W?@�»
ðH(ñ" "

@Ag5R6G3:+ôõ"

|}ns�9�lweÚÛ´µZW,-n�dð´ñ" "

! |}nm�wð´ñ  
! au�89... �Ýk�«'9néêweäs�9�zs�lweÚÛ... nuÔkuwð´ñ  

|}æ«'�Y§¨ú+¹"s�9�zs�nÚÛ«saÝ�Ôkuv'O+ð´ñ" "

! s�9�zs�Z¼½nÕÖð´ñ  
! }°�äs�9�zs�]z�n�9^¯ê��"cð¹W��� wð´ñ  
! ÚÛnuÔkuwð´ñ  

\\¬­äs�9�zs�n|}�oæ�»µ�pZë�ð´ñ" "

eventtype=foo 

,T,'MMK$,S<P*'Ì" ZÑÒs�9�zs�n°±"

,T,'MMK$,S<P*'Ì"(ö÷5R6G>5Sg�~"

eventtypes.conf n°±we7wds�9�zs�n� äð¹W¤Û]s�9�zs�n¿7�»ð´ñdxc¬]t�
�b�]s�9�zs�Wä$SPLUNK_HOME/etc/system/default/eventtypes.conf Z±Ðú+edð´ñ#$%&'("Î,Ï
�?@w¹s�9�zs�Wä$SPLUNK_HOME/etc/system/local/eventtypes.conf ZÂÃ� ú+ð´ñ 

  



H�"

�~"

eventtypes.conf ]s�9�zs�Z¾¿n ¨ð´ñ²¨³ä
$SPLUNK_HOME/etc/system/README/eventtypes.conf.example nopäð¹WÂÄ�æ] eventtypes.conf n?@
wð´ñ 

$SPLUNK_HOME/etc/system/local/äð¹W $SPLUNK_HOME/etc/apps/ ]^Â]¢vz{a�Ôá6�89t�ju�
ÔZ;µ eventtypes.conf nYZwð´ñ °±�©sb]�`#ë>aZcdeWä¡�h^_`ab]/°±�©sbZ
cde3nIJwexùúdñ  

[$EVENTTYPE] 

! s�9�zs�]ªk«6�´ñ 
! • $EVENTTYPE Wäs�9�zs�]¼½�´ñ  

" � s�9�zs�Wdxc��¯c\l'�»ð´ñT+B+'vz9Ø�����],-]~ó/®ùa��ú+
ð´ñ  

! ö): s�9�zs�]¼½ZB6�9�&Â�Øð+¹��6b�¼';µqr (%$FIELD% ë.)ä$FIELD ]
®Wä|}~��T]s�9�]s�9�zs�¼l¦§ú+ð´ñ ²¨³äs�9�zs�]ªk«
6 [cisco-%code%] Z code=432 ';µqrWä</code>[cisco-432]</code> Z¦§ú+ð´ñ  

search = <string> 

! \]s�9�zs�]|}£¤�´ñ  
! ²: error OR warn  
! ö): s9tkuvähosttagäeventtypetagäsourcetypeäð¹WBs�Þ°ÆnÍ±we|}´µs�9�z
s�W?@�»ðH(ñ  

tags = <string> 

! • s�9�zs�Zz�nÕÖµ÷Zo¿+µvù6v¯ê�]S«  

isglobal = <1 or 0> 

! s�9�zs�]+;nê�ß¨ð´ñ  
! isglobal ' 1Z°±ú+edµqrWäà��\]s�9�nPµð¹Wop\l'�»ð´ñ  
! t��b�W 1�´ñ 

disabled = <1 or 0> 

! s�9�zs�]19/1�nê�ß¨ð´ñ  
! 1l°±wep{Zwð´ñ  

v"

\\Zäweb l fatal lÊ³+µ 2 c]s�9�zs�';�ð´ñ  

[web]  
search = html OR http OR https OR css OR htm OR html OR shtml OR xls OR cgi 

  



HB"

[fatal]  
search = FATAL 

5R6G>5S"­®ø"

disabled = 1 ns�9�zs�vz9Ø eventtypes.conf Z� wes�9�zs�np{Zwð´ñ  

[$EVENTTYPE]  
disabled = 1 

$EVENTTYPE Wäp{Z´µs�9�zs�]¼½�´ñ  

web s�9�zs�np{Z´µqrWäV]�pZ):wð´ñ  

[web]  
disabled = 1 

s�9�zs��9�j6�]°±"
5R6G>5S{6S0XG"�~"

s�9�zs��9�j6�Wä|}~�]s�9�zs�n?@wð´ñeventtypes.conf Zs�9�zs��9�j6
�n±Ðwð´ñ$SPLUNK_HOME/etc/system/local/äð¹W $SPLUNK_HOME/etc/apps/ ]^Â]¢vz{a�Ôá6
�89t�ju�ÔZ;µ eventtypes.conf nYZwð´ñ  

°±�©sb]�`#ë>aZcdeWä¡�h^_`ab]/°±�©sbZcde3nIJwexùúdñ" "

5R6G>5S{6S0XG"�~"

s�9�zs��9�j6�WäB6�9�&Â�Øð+¹��6b�¼noÿeä%$FIELD% ®ns�9�zs�]¼½l¦
§´µ|}~�]s�9�zs�n?@wð´ñ  

[$NAME-%$FIELD%]  
$SEARCH_QUERY 

cð�ä�9�j6�]|}uÓÔ' %$FIELD%=bar ]s�9�n�´qrWäSplunk'T]s�9�Zfweä$NAME-bar 
ldpzs�b]s�9�zs�n?@wð´ñ  

v"

[cisco-%code%]  
search = cisco 

"cisco" ]|}� code=432 n¯cs�9�'�ú+µlä#$%&'( Wäzs�bn "cisco-432" Zw¹s
�9�zs�n?@wð´ñ  



HF"

z�lÓsÔav]±Ð"

z�lÓsÔavZcde"
>J3j5k&9()*+"

t6zZWä45w¹��6b�®n¯cs�9�]�b6�';µqr';�ð´ñ\]�pZÀ±]s�9�t6z]�b
6�n{|�x|}´µüûÖlweä��6b�®Zz�n¶�·eµ\l'�»ð´ñúðDðë����6b�is�9�
zs�ä²v�ä¦6vä¦6vzs�ë.jZ��]z�n¶�·eµ\l'�»ð´ñ" "

z�W,-]qrZoæ�»ð´ñ" "

! �þ��6b�®(IPa�jväID��ë.)]��nüûÖwð´ñ²¨³äò=Z45´µ IPa�jv]®n 
[FD<[EB<[<D lwð´ñT] IPaddress®ZI0!'*ÌÌ!P, ldpz�nÕÖµläT]z�n|}weT] IPa�jv
n¯cs�9�nPcÖð´ñ  

! 1c]z�noæwe-5]��6b�®n�b6�ZðlYµlä1c]�^9��T+­n|}�»ð´ñ²¨³ä2 
c]²v�¼'øX�9ä`6zX45ÕÖ­+edµlwð´ñ\]®ZøXz�nÕÖµ\l'�»ð´ñ T]z
�n|}´µlä#$%&'('Oì]²v�¼'4¿µs�9�n�wð´ñ  

! £¤'âëµ��]z�n_`#ë����6b�Zî¨µläz��6v]|}nm�weä÷¶´µ��nÛÜx·
µ\l'�»ð´ñ \]ïòyn��´µZWä,-]²nIJwexùúdñ  

vù" "

á·s9�×âk�>�t6z¦6v] IPa�jvnIJ´µ IPaddresslÊ³+µ����6b�';�ð´ñxuð¹W
q�n¸Zk IPa�jvZz�ncÖµlä\] IPaddressnÌåZUæ�»µ�pZë�ð´ñ´se]b6z6] IPa
�jvZ routerldpz�nÕÖ¹�ä °¦q�n¸Z IPa�jvZä²¨³ SF� Building1ë.]z�nÕÖ¹��
»ð´ñ³9�×9�v�] Building 1Z°¦ú+edµb6z6] IPa�jvZärouteräSFäBuilding1]z�'Õ
Ö­+ð´ñ  

³9�×9�v�� Building1,¤Z°¦ú+edµ´se]b6z6n|}´µZWä,-]�pZ):wð´ñ  

tag=router tag=SF NOT (tag=Building1) 

��6b�]ÓsÔav?@"
VWX'Y"j5k&9D�"

[ c]��6b�Z��]ÓsÔav'?@�»ð´ñ.]��6b�W¢£ú+ðH(ñ\]è�n�pläÓsÔavno
ÿe.]��6b�n|}�»ð´ñ" "

$�:"��6b�ÓsÔavWäÐ6C®]��¼ä��6b�|}]½Z�¿+ð´ñw¹'ÿeä��6b�ÓsÔavn
¸Zw¹|}�6Üb]Í±'tu�´ñ\+Wä|}�6ÜbZt6z]��6b�løX��6b�'��;�äT+B+
'?]¼½n¯cqrZÌå�´ñLwxWäò4]/¤¥t6z¦6v]��6b�|}3nIJwexùúdñ"

" "



E="

ÓsÔavWäs9tkuvzs{���|}~�]âì���ú+¹��6b�Z±Ð�»ð´ñ" "

$SPLUNK_HOME/etc/system/local/äð¹W $SPLUNK_HOME/etc/apps/ ]^Â]¢vz{a�Ôá6�89t�ju�
Ô�YZ´µ props.conf Z��6b�ÓsÔavn� wð´ñ (¢vz^s£w¹t6zn?]s9tkuv³656Z
ÏSZ_cw¹dqrWä¼hnoæwexùúdñ)  

��6b�ÓsÔavW,-]üý��dð´ñ" "

1. props.conf ]vz9ØZ,-]�n� wð´ñ  

FIELDALIAS-<class> = (<orig_field_name> AS <new_field_name>)+ 

! q*1!.�Ì!,%-�'0I,r" Wä��6b�].]¼½�´ñ" "
! q',+�Ì!,%-�'0I,r" Wä��6b�Z¶�·e­+µÓsÔav�´ñ" "
! [ c]vz9ØZ��]��6b�ÓsÔavn[Yµ\l��»ð´ñ" "

D<"#$%&'( nÚdÃwe¾¿n;{Zwð´ñ" "

@A(����VWX'Yj5k&9"v"

"ip" n "ipaddress" lweIJwe|}~�Z��w¹��6b�]¤¥�±�6Üb CSV�©sb]|}n?@wed
µlwð´ñ��n±Ðw¹ props.conf�©sbZä"ipaddress" n "ip" ]ÓsÔavl´µ�n,-]�pZ� w
ð´ñ  

[accesslog]  
EXTRACT-extract_ip = (?<ip>\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3})  
FIELDALIAS-extract_ip = ip AS ipaddress 

props.conf �|}n°±´µl»äipnop�¿�Z ipaddressnoæwð´ñ  
[dns]  
lookup_ip = dnsLookup host OUTPUT ipaddress 

|}~�]��6b���ZcdeWäò4]/|}~����6b�� 3nIJwexùúdñ" "

��6b�|}ZcdeWäò4]/¤¥t6z¦6v]��6b�|}?@3nIJwexùúdñ" "

²v���6b�]z�ÕÖ"
�9GVWX'Y">Jtu"

²v���6b�Zz�nÕÖµläijk7Ðã�9ãä+;ä�����X6ë|}]?@ë.Zûüôð´ñ²v���
6b�Wä��]S«�z�ÕÖ'tu�´ñ\]xunoÿeäxuð¹WlÅ�²v�n�b6�Ùw¹�äøÅ]³65
6�b6�]´se]au��à��nÏSZ|}w¹��»ð´ñÀ±]§¨]²v���6b�]®'¾ÿedµqrWä
7wd²v�¼�¤Zs9tkuvú+edµs�9�Zz�nÕÖeät6z�k�]|}nÏÛÙ�»ð´ñ"

" "



E["

#$%&'("Î,Ï"N�9GVWX'Y(>Jg��"

#$%&'("Î,Ï �²v���6b�Zz�n� ´µZWä,-]u?n�dð´ñ" "

[<" z�nÕÖµ²v��t6z|}nm�wð´ñ" "

D<" ²v���6b�ã]�Ýk�«'9äånoÿe" K0."L*SMWqP&11,'M"L*SM"T0%&,r" néêwð´ñ" "

><" �9^¯ê��z�n§¨wð´ñ" "

�9Gp3>JtÒ�9GVWX'Y"

²v���6b�]®Wäs�9�ns9tkuv´µl»Z°±ú+ð´ñ\]®Wä#$%&'( ³656]²v�¼n¸Zt�
�b�°±ú+µä§¨we°±´µäð¹Wks�9�t6z¬­��ú+ð´ñ?]²v�¼�²v���6b�Zz�n
ÕÖe�²v���6b�]m®W¾�ðH(ñ|}~Wä²v���6b�]®�WëxäÍ±w¹z�noæwð´ñks
�9�W [cw¬²v�¼n¯c\lW�»ðH('ä²v�z�W��¯c\l'�»ð´ñ" "

²¨³ä#$%&'( ³656'À±]²v�¬­�9�×sa9vt6zn�d´µqräT]²v�Z P*I$%!0'P, z�nÕÖµ
lä�9�×sa9v]|}'ÏSZë�ð´ñ²v�z�noplä¸òlëµ²v�¼n^vÐ9�w¹�ä¾¿w¹�´
µA�ëxäÂæZt6z�b6�'?@�»ð´ñ" "

À±]§¨¦6v]t6zns9tkuvw¹¼ZäT]§¨]²v���6b�]®n¾¿´µqrä²v���6b�Z?
]²v�¼�z�ÕÖ´µläT]§¨Z�µ7wdt6z´se'ä7wd²v���6b�®n¯c\l'�»äs9tk
uvZ¤Û]t6zWçd®nö¯wð´ñ¤Û]t6z]²v���6b�Zz�nÕÖµlä¤Û]t6z´sen£¤´
µ\lëxä7wd²v�®n|}´µ\l'�»ð´ñ" "

s�9�zs�]z�"
5R6G>5S">J"

s�9�zs�Zz�nÕÖeät6zZ%&n� wð´ñ´se]s�9�zs�'��]z�n¯c\l'�»ð´ñ²
¨³ä´se]�©sa'�6bs�9�zs�Z" Ì!1,+0%%" ]z�nÕÖä�©sa'�6bs�9�zs�]³Ü�k�Z"
-,'K" ���?]³Ü�k�Z" 0%%*+"]z�nÕÖµ\l'�»ð´ñs�9�zs�Zz�'ÕÖ­+µläz�ÕÖú+¹
Bz69Z-{´µ´se]s�9�zs�Zz�'ÕÖ­+ð´ñ" "

ö):" #$%&'("Î,Ï �s�9�n?@ð¹W ,T,'MMK$,S<P*'Ì" �s�9�n°±w¹l»Zz�nÕÖµ\l'�»ð´ñ"

¯�g���5R6G>5S¶">J"��"

#$%&'( ¡��Wäs�9�zs�]-Ñ��lYZ'�»ð´ñ" "

! �º¢]¡�Ô9unuÔkuwð´ñ 

  



ED"

! s�9�zs�néêwð´ñ 
! z�nÕÖµs�9�zs�nnwä¼½nuÔkuweLMù67Z(Ãwð´ñ  

" ö): s�9�zs�ZWÀ±] Splunka�Ôá6�89Z45ÕÖ­+edµqr';µ]�ö°'A��´ñ 
û¶�6v]s�Z��äs�9�zs�]�����YZ'ï�ú+edµqr';�ð´ñ  

! s�9�zs�]LMù67�äz���6b�Zz�n� ð¹WYZwð´ñ  
! ÚÛnuÔkuwe¾¿n6Àwð´ñ  

s�9�zs�Zz�nÕÖ¹¼Wätag::<field>=<tagname ð¹W tag=<tagname> ]ý&n|}56Z§¨we|}´
µ\l'�»ð´ñ  

tag=foo tag::host=*local* 

  



E>"

s�9�n�×9Øu�89Z�b6�Ù"

�×9Øu�89Zcde"
G�6§8l|6()*+"

�×9Øu�89Wä~�nÞµ�"#Z45w¹s�9�]�b6��´ñ�×9Øu�89zs�Wä°±ú+¹�×9Ø
u�89�ä#$%&'( Z��6b�lweÚÛú+ð´ñ��]t6z¦6v'��]Ý�Ó9�Ô6Z���×9Øu�89n
F@wð´ñ" "

²¨³äèé'19×s9v�a�êd�n´µlä��]¦6vZëÿe�×9Øu�89'F@ú+ð´ñ'2Üau�v
s�9�Wäa�Ôá6�89³656Ý�]s�9�lä�k�89 O�n+;´µqr';�ð´ña�Ôá6�89³65
6Ý�ZWäa¢'9� O�ä�×9Øu�89 O�äìí O�ë.'[ð+ä�×9Øu�89 O�Wä�k�67 O�]�k�6
7Ð`6ZÛ®wäOm]a�Ôá6�89Wä¥c´El+Z�k�67 O�nÝ�wedµqr';�ð´ñ\]�pë´s
e]t6z' [ c]@6Ø6�×9Øu�89n�wedð´ñ" "

,-]²Wä�×9Øu�89]-¥�´ñ" "

! '2Üau�vs�9� 
! a�Ôá6�89³656s�9� 
! à7âv�×9Øu�89 
! �Æ�6b 
! �Ð`Ô��hð 
! �v�{îï 

G�6§8l|6@A"

�×9Øu�89|}Wä��]s�9�Ý�Zð¹'µ��#ës�9�n-ð´µldp°ñ�Ìå�´ñ�×9Øu�8
9�^9�noæweä�×9Øu�89n±Ð´µäð¹W transactiontypes.conf ZÍ±ú+edµ�×9Øu�8
91��89nº4»wð´ñ 

LwxWäò4]/�×9Øu�89]|}3nIJwexùúdñ" "

G�6§8l|6>5S"�~"

?@w¹�×9Øu�89|}nÚ¯w¹dqr';�ð´ñð¹Wä¯i#ë�×9Øu�89zs�n?@w¹dqr';
�ð´ñtransactiontypes.conf nYZwe�×9Øu�89nÚÛ�»ð´ñvz9Øn?@wäï]n-Ñwe�×9
Øu�89n±Ðwð´ñ  

�×9Øu�89zs�]°±ZcdeWäò4]/�×9Øu�89]±Ð3n�9yxùúdñ"

" "



E;"

�×9Øu�89]|}"

G�6§8l|6"@A"

Splunk Webäð¹W CLI]�×9Øu�89|}�^9�noÿe�×9Øu�89n|}wð´ñtransaction �^9
�Wäjß6�Zoætuës�9�]�b6�n?@wð´ñtransaction noæ´µZWä�×9Øu�89z

s�¸transactiontypes.conf �°±¹nÊ��´äð¹W transaction �^9�]|}1��89n°±we|}Z�
×9Øu�89ïþn±Ðwð´ñ 

@AúSl|6"

|}~�Z�´�×9Øu�89ZWäks�9�]Ý6�Ðv�ä+;s�9�zs�ä��6b�®'[ð+ð´ñð¹ä
�×9Øu�89ZWäduration ��� transactiontype ��6b�ZÚÛú+¹� t6z�[ð+ð´ñ 

! duration ZWä�×9Øu�89]�ú(õm]zs{vz9�l�×9Øu�89]õ¼]s�9�l]ò)'��
ú+edð´ñ  

! transactiontype ZWä�×9Øu�89]¼½(�×9Øu�89]vz9Ø¼Z�ÿe 
transactiontypes.conf �±Ðú+edµ)'��ú+edð´ñ  

�×9Øu�89W;­gµ|}Z� �»ð´ñõÞ]|}óun·µZWä|}n?@weä�×9Øu�89�^9��
Bs�wð´ñ" "

,-]1��89� transaction �^9�noæwð´ñö): dxc¬] transaction 1��89WäD]xul5
ÃwðH(ñ  

fields=<quoted comma-separated list of fields> 

! °±w¹qräks�9�WäøX�×9Øu�89]-¥lyëú+µøX��6b�n¯cA�';�ð´ñ  
! ����6b�W1æznoÿeÍ±wð´ņ̃ ²:fields="field1, field2"¹ 
! +;]��6b�¼n¯ôäâëµ®n¯cs�9�Wä�b6�Ùú+ðH(ñ  

" ²¨³äfields=host ]l»ä|}��Z host=mylaptop ';µqrWä|}��' 
</code>host=myserver</code> lëµ¹YäøX�×9Øu�89lyëú+ðH(ñ  

" |}��Z²v�®'ëdqrWähost=mylaptop n¯c��]�×9Øu�89lëµ\l';�ð´ñ  

! ö): 1c,º]��6b�nÍ±´µqrWä,-]�pZä´se]��6b�n1æz�Ø(�xùúdñ 
transaction fields="host,thread" 

match=closest 

! �×9Øu�89±Ð�oæ´µJrzs�nÍ±wð´  
! O®³ß6�ú+edµ®Wäõ�ód®]y�´ñ  

maxspan=[<integer> s|m|h|d] 

! �×9Øu�89>]s�9��n-~ôõ´µõN®n°±wð´ñ  
! öäÄä~�äA��Í±�»ð´ñ  

" ²: 5sä6mä12hä30d  

! t��b�W 2s(ö)�´ 



EH"

maxpause=[<integer> s|m|h|d] 

! �×9Øu�89�n-~ôõ´µõN®nÍ±wð´ñ  
! �×9Øu�89]s�9��Z maxpause ��N»d®]-~ôõwëd�pZ´µ\lnA�lwð´ñ  
! ÷]®nÍ±w¹qrWämaxspause]ïþWp{lë�ð´ñ  
! t��b�] maxpauseWä2 ö�´ñ  

startswith=<string> 

! �×9Øu�89nô¶´µ¹YZ truelëµ SQLite�OnÍ±wð´ñ  
! &ÂhWA> " " �Øyð´ñ  
! SQLite Csb�¢6�(%)���S-1æz(' ')noÿe&ÂhnÍ±wð´ñ  
! \]ý&Wäs�9�zs�¼nIJwð´ñ(s�9�&ÂhWIJwëd) 

endswith=<quoted string> 

! �×9Øu�89nl»´µ¹YZ truelëµ SQLite�OnÍ±wð´ñ  
! &ÂhWA> " " �Øyð´ñ  
! SQLite Csb�¢6�(%)���S-1æz(' ')noÿe&ÂhnÍ±wð´ñ  
! \]ý&Wäs�9�zs�¼nIJwð´ñ(s�9�&ÂhWIJwëd) 

G�6§8l|63#8Ô@A"

�×9Øu�89l^uÝ|}Wä�×9Øu�89|}]�¿�lëµQ¨ëòyr¿H�´ñ�×9Øu�89|}n?@
we¬­ä$field$ nÕÖeÚÛwe¦§ntuZwð´ñ  

^uÝ|}ZcdeWäò4]/^uÝ|}]°Þ3nIJwexùúdñ  

G�6§8l|6@A"v"

;µ-±]~�>Zøl�]@6Ø6ið¹Wu×sa9� Oåa�jvj'|}w¹´se]'2Üù67n�b6�Ù´µ|}
nm�wð´ñ" "

\]|}Wäau�vÝ�¬­s�9�n��wä(3~�]�Z)âì� 5Ä,>ZÃFw¹øX clientip®n+;´µs�
9���×9Øu�89n?@wð´ñ  

S*&1P,MK$,W0PP,SS�P*IÏ!',-"ù"M10'S0PM!*'"Ì!,%-SWP%!,'M!$"I0ª$0&S,WHI"I0ªS$0'W>L"

�×9Øu�89]±Ð"
G�6§8l|6"~�"

-5]s�9�Wä�×9Øu�89zs�Z¾§�»ð´ñoæ²ZcdeWäò4]/�×9Øu�89Zcde3n�9
yxùúdñ  

transactiontypes.conf ��×9Øu�89zs�n?@�»ð´ñ-]°±LMnIJwexùúdñ 

  



EE"

°±�©sb]�`#ë>aZcdeWä¡�h^_`ab]/°±�©sbZcde3nIJwexùúdñ" "

M10'S0PM!*'MK$,S<P*'Ì"(d�G�6§8l|6>5S"�~"

1. $SPLUNK_HOME/etc/system/local/äð¹W $SPLUNK_HOME/etc/apps/ ]^Â]¢vz{a�Ôá6�89t�j
u�ÔZ transactiontypes.conf �©sbn?@wð´ñ  

2. vz9Øn?@wäT]vz9Ø>]k�×9Øu�89]ï]n-Ñwe�×9Øu�89n±Ðwð´ñ,-]~óno
æwð´ñ  

[<transactiontype>]  
maxspan = [<integer> s|m|h|d]  
maxpause = [<integer> s|m|h|d]  
fields = <comma-separated list of fields  
exclusive = <true | false>  
match = closest 

[<TRANSACTIONTYPE>] 

! s�9�zs�Wdxc��?@�»ð´ñT+B+'vz9Ø¼�����],-]~ó/®ùa��ú+ð´ñ  
! vz9Ø¼ [<TRANSACTIONTYPE>] noÿeä#$%&'("Î,Ï ]�×9Øu�89n|}wð´ñ  
! ,-]~óZÓ9�Ô6nÍ±wëdqrWä#$%&'('t��b�®noæwð´ñ  

maxspan=[<integer> s|m|h|d] 

! �×9Øu�89Zf´µõN~��n°±wð´ñ  
! • öäÄä~�äA��Í±�»ð´ñ  
! � ²: 5sä6mä12hä30d  

! t��b�W 5m(Ä)�´ñ  

maxpause=[<integer> s|m|h|d] 

! �×9Øu�89>]s�9��n-~ôõ´µõN®n°±wð´ñ  
! • öäÄä~�äA��Í±�»ð´ñ  
! � ²: 5sä6mä12hä30d  

! t��b�W 2s(ö)�´ñ  

fields = <comma-separated list of fields> 

! °±w¹qräks�9�WäøX�×9Øu�89]-¥lyëú+µøX��6b�n¯cA�';�ð´ñ  
! t��b�W "" �´ñ  

exclusive = <true | false> 

! s�9�'��]�×9Øu�89Z;µäð¹W 1c]�×9Øu�89n/^ú3´µ¬.p¬nê�ß¨ð´ñ  
! (º:]) 'fields' Zéæwð´ñ  
! ²¨³äfields=url,cookie ��� exclusive=false ]qrä'cookie' n¯c''url' ®'âëµs�9�
'äøX 'cookie' n+;´µ'âëµ URL n¯c��]�×9Øu�89Z;µtuó';�ð´ñ  

! exclusive = false n°±´µläks�9�Zfwe��]Jrnn´¹Yäè�~�'��TûZë�ð´ñ  
! t��b�W " true" �´ñ  

  



E�"

match = closest 

! oæ´µJrzs�nÍ±wð´ñ  
! O®³ß6�ú+edµ]Wä"closest" ]y�´ñ  
! t��b�W "closest" �´ñ  

"

>< #$%&'("Î,Ï ]�×9Øu�89�^9�noÿe±Ðw¹�×9Øu�89ni�×9Øu�89zs�¼�jÊ��wð´
ñ|}�Z°±ï]nº4»�»ð´ñ" "

�×9Øu�89]|}ZcdeWäò4]/�×9Øu�89]|}3nIJwexùúdñ 

  



EB"

ÚÛÉy|}l|}78Ü]¡�"

ÚÛÉy|}]¡�"
ôõë<@A"¯�"

±ü�"

|}]ÚÛ���T]+;]¸ò#ë��ZcdeWä@6Ø6^_`ab]/|}]ÚÛl|}��]+;3nIJwexù
údñ" "

\\�Wä¡��ÚÛÉy|}ù67]oæn[Yeäijk7¡�]ý=¬­y¹ÚÛÉy|}Zcde23wð´ñ" "

^uÝ|}]°Þ"
#8Ô@A"�û"

ÚÛÉy|}nm�´µl»Z°±´µ¾��;µ^uÝ��6b�n[�ÚÛÉy|}n?@wð´ñ#$%&'("Î,Ï ð¹W
#$%&'( ] J©O �^uÝ|}nm��»ð´ñ" "

^uÝ|}Wä|}l¹edð´'ä�×��kus9z�26v'ëdl\þ'âë�ð´ñ" "

#8Ô@A"�~"

1. ÚÛÉy|}n?@wð´ñ$TERM$ noÿe¦§æ]^uÝ��6b�nÍ±wð´ñÚÛÉy|}ZWä��]^uÝ
��6b�n[Yµ\l'�»ð´ñ  

host=swan OR host=pearl $user$ $trans$ 

D< |}Z¼½nÕÖeÚÛwð´ñ\\�Wä|}n &S,1M10'S ]¼½�ÚÛwð´ñ" "
>< \\�^uÝ|}n?@wð´ñ\+WäÚÛÉy|}nÊ��´|}�äÚÛÉy|}]^uÝ��6b�]¾�nÀ±
wð´ñS0T,-S,01PL" |}�^9�noæweÚÛÉy|}nÊ��wð´ñT]¼äÚÛÉy|}�À±w¹^uÝ��
6b�Z®n§¨wð´ñÐ6®ùanÍ±weä��w¹��6b�äs�9�zs�ät6z]T]D]®ë.n|}
wð´ñ" "

-]²�Wäusertrans|}nÊ��wä$user$ ��� $trans$ ̂ uÝ��6b�]®nÍ±wedð´ñ  

...| savedsearch usertrans user=KateAusten trans=query 

ö): �^9�]½Z "|" (Bs�) Þ°Ænoæwð´ñ  

º:]^uÝ|}Wä\]|}løÿ�´ñ  

host=swan OR host=pearl user=KateAusten trans=query 

  



EF"

��6{|}]°Þ"
V�X?@A"�û"

��6{|}WäÀ±]|}]?@�@6Ø6nNs�´µÏSë|}s9z�26v�´ñ\+ZWä,-]xu'[ð+ð
´ñ" "

! _`#ë��6b�®n¯c��6b�(@6Ø6¼� ID ��ë.)nôxñt��b�®n��´µ\l�tuñ  
! Ã#Z±Ðú+¹|}£¤]ÄZn[�LMÔv�]��  
! À±]��6b�®("404"ä"500"ä"503" ë.]Ó×6�6�)]éênQï´µ×71Ôz9]��  
! 1c]��6{¬­�·w¹®n��´µ��]��BâbñúðDðë!+¹|}Z45ÕÖeäâëµ9ã6���
�jß6�nF@´µñ  

��6{|}Wä#$%&'( ]«k�`Ô6�]ý@Zoæú+µ�]lø]] M/©�6��?@ú+edð´ñLwxWät�Ý
kB6^_`ab]/��6{|}]ý"3nIJwexùúdñ" "

ÚÛÉy|}ljß6�]iàá6�89]±Ð"
ôõë<@A30üXG"/°ýXl|6"~�"

ijk7^â67ãWäÏSë|}nû�´µ#�#ëì!�äÚÛÉy|}���jß6�'ä#$%&'( a�Ôá6�89]õ
ºg]iàá6�89�_`6Z��ú+µ�pZwëÖ+³ë�ðH(ñTp´µZWäoæ´µa�Ôá6�89ZfË´
µ�piàá6�89�_`6n¢vz^s£´µA�';�ð´ñiàá6�89�_`6Zö°n$¿ëdläÚÛÉy|
}�jß6�W¼i]¢� Ô6Ùn�¿>Z� ú+µ¹Yä~�ll�Z�_`6'�xë�äì{|#Zëµtuó';
�ð´ñ" "

a�Ôá6�89Zéw¹�k�j�b]iàá6�89�_`6�|}nÚÛwà�´µì!n¡�´µZWäiàá6�8
9�_`6%Z;µ�6�nu?´µA�';�ð´ñ�6�nu?´µqrWäiàá6�89�6�W|}���jß6�
]Ôv�nÄZlweIJwedµ\lZö°'A��´ñ" "

V]�äku�WäÚÛÉy|}ljß6�]Ôv�n�k�j�b]iàá6�89�_`6�¡�´µ¹YZ��µ\lZ
cde23wedð´ñiàá6�89�_`6] M/©�6�]ßà]ïìZcdeWät�ÝkB6^_`ab]/iàá6
�89�_`6]¢vz^s£3nIJwexùúdñ" "

7V�'Gþ�"�~"

ka�Ôá6�89ZWä/½ÄÅ3|}æZ°±ú+¹t��b�ÄZ';�ð´ñ½ÄÅ|}lWäiàá6�89�_`
6�6��36ZÀ±ú+edëd|}n�wð´ñ\+Wä´se]7wxÚÛú+¹|}Z�éæú+µÄZ�´ñ²¨³
ä|} 0$$ �Wät��b�ÄZW|}ljß6��´ñ" "

t��b�ÄZn°±wëdqrWäa�Ôá6�89]�k�j�b]iàá6�89�_`6Z��ú+µ�pÚÛÉy|
}nüÃ�iàá6�89�6�Z� wëÖ+³ë�ðH(ñ" "

ö):"t��b�ÄZWä½ÄÅ]à`6���«k�`Ô6�Zfwe�°±´µA�';�ð´ñ"

" "



�="

ôõë<@Aþ�"ÿ9Gø"

ÚÛÉy|}ljß6�]�Wäa�Ôá6�89]m�l+ZtNwð´ñT]¹Yä#�#ëì!�|}nà�´µì!n
PcÖµ\l'$��´ñüÃ�äÄZnxu?Z�b6�Ù´µý�n?µ\l'�»ð´ñú­ZWäN»ëÄZnëúë
ÄZZ�b6�ÄÖ´µÄZ]âv�Ùn°±´µ\l��»ð´ñ" "

|} 0$$ �äÄZ]âv�ÙnoÿeäøÅ]|}zs�n�b6�Ùwð´ñ" "

"

"

"

"

"

"

"

"

"

ôõë<@A"b½^J'XSø"

ÄZWä¼½]³Üv�Ô9�'-{´µÚÛÉy|}nÃ#Z�b6�Ù´µ�p°±�»ð´ñ²¨³äº:]|} 0$$ �
Wä´se]½ÄÅ|}nzs�bZ" |0-I!'|"&ÂnÕÖeÄZ]âv�Ù��b6�Zwðw¹ñ" "

\]ÚÛÉy|}n³Üv�Ô9�]Jr�Ã#Z�b6�Ù´µZWäDc]ì!';�ð´ñ" "

¢� Ô6Ùú+edëd³Üv�Ô9�Jr|}]ÄZlweäcð�äüÃ�D]ÄZZ� ú+edëd|}]yn��
´µÄZn?@wð´ñ" "

´se]³Üv�Ô9�Jr|}]ÄZlweäcð�äiàá6�89�_`6].\Z��ú+µ¬Z4�ëxä³Üv�
Ô9�'-{´µ´se]|}n��´µ�ju�89n?@wð´ñ" "

ö):"d>+]qr�äiàá6�89�_`6Z45ÕÖ­+edµT]a�Ôá6�89�åætuëÚÛÉy|}lj
ß6�]y'��ú+ð´ñ"

" "



�["

³^Ô6s9tkuv]°±"

³^Ô6s9tkuv]°±"
ª#kX567189"�~"

³^Ô6s9tkuv]��ä��� #$%&'("Î,Ï oÿe³^Ô6s9tkuvn°±´µì!ZcdeWä@6Ø6^_`a
b]/³^Ô6s9tkuvnoÿejß6�]{|nºÝµ3nIJwexùúdñ" "

|}�äÚÛävá7`6bä³^Ô6s9tkuv];{Ù]a×6�1��89néêwëd��ä
savedsearches.conf ]|}æ³^Ô6s9tkuvnüÃ�°±´µ\lW�»ðH(ñ  

\]v�k�n #$%&'("Î,Ï �mJ´µl»ä|}æ]³^Ô6s9tkuvn;{Zwe;µlä�v�{'s9tkuvnF
@wð´ñs9tkuvWäÚÛÉy|}løX¼½'ÕÖ­+ð´ñ"\]~=�äÚÛÉy|}æ]³^Ô6s9tkuvn
üÃ�°±�»ð´ñ" "

|}]ÚÛävá7`6Ô9�äa×6�]°±ZcdeWä@6Ø6^_`ab]/|}nÚÛwe|}��n+;´µ3ä
/ÚÛ|}]vá7`6Ô9�3ä���/�þ|}Zf´µa×6�£¤]°±3nIJwexùúdñ" "

ö):"s9tkuv]?@Zop|}n±Ð´µl»äÙl(.]qrZä³^Ô6s9tkuv]?@Zoæ´µ|}]³
^Ô6s9tkuvjß6��^9�noæwexùúdñ\+­]�^9�Wä&[Z" |S!Ô|"'Õx" S!PL01MäS!M!I,PL01Mä
S!SM0MSäS!M*$äS!101," ë.�´ñ\+­]�^9�noÿe?@w¹|}Wäõl#Zº�ë³^Ô6s9tkuv]uÓÔZ
oæ´µ|}56789lë�ð´ñ" "

³^Ô6s9tkuv]jß6��^9�Wäßä`6j6�|}]�÷�×Ø]vá7`6Ô9��N�]³9�bn��´
µßä`6j6�|}]°±ë.ä-]/³^Ô6s9tkuv|}±Ð]ö°vè3Z)*ú+µ½¾nÂÃ#Z&'wð´
ñ\+­]½¾Wäs9tkuv]?@Zop|}Z³^Ô6s9tkuv]jß6��^9�noæwëdqrZ]yä&'
´µA�';�ð´ñ" "

³^Ô6s9tkuv]jß6��^9�noæwëdqrWä�Y?@w¹³^Ô6s9tkuvZ®n§¨´µ addinfo 

��� collect|}�^9�noÿeä#$%&'('ÚÛ���vá7`6b´µ|}n?@wð´ñ\]ì!ZcdeWä\]
�äku]/üÃZ�µ³^Ô6s9tkuv]§¨3nIJwexùúdñ  

ö):"³^Ô6s9tkuvZs9tkuvÕÖ´µs�9�Wä×s�9vÔÔ`6{Z¡åZë�ð´ñò·ZA�]ëd
��ä³^Ô6s9tkuvZäN�]s�9�ns9tkuvÕÖwëd�pZwexùúdñ×s�9vÔÔ`6{�]}
~ZcdeWä#$%&'( ³ß6�Zø()xùúdñ" "

ôõë<`9!2%X'ë<@A"ª#kX567189"f9>#5µ"

#$%&'("Î,Ï noÿeäÚÛÉyävá7`6bÉyä³^Ô6s9tkuv;{|}]³^Ô6s9tkuvn;{Z´µl
ä#$%&'( Wävz9Øn $SPLUNK_HOME/etc/system/local/savedsearches.conf ZÂÃF@wð´ñ\]vz9Øn
YZwe|}æ]³^Ô6s9tkuvn¢vz^s£�»ð´ñ 

  



�D"

Splunk Webnoÿe|}nÚÛ���vá7`6bwe�äSplunk Webnoÿe|}æ]³^Ô6s9tkuvn;{Zw
edëdqrä7wx§¨´µs9tkuv';µ��äsavedsearches.conf noÿeÚÛÉy|}æ]³^Ô6s9tk
uvnÏSZ;{Z�»ð´ñüÃ�s9tkuvn°±´µì!ZcdeWä¡�h^_`ab]]/s9tkuv]¡�Z
cde3nIJwexùúdñ  

[ <name> ]  
action.summary_index = 0 | 1  
action.summary_index._name = <index>  
action.summary_index.<field> = <value> 

! [<name>]: #$%&'( Wä³^Ô6s9tkuv';{ZëÿedµÚÛÉy���vá7`6bw¹|}]¼½n¸Zv
z9ØZ¼½nÕÖð´ñ  

! action.summary_index = 0 | 1:  1 l°±we³^Ô6s9tkuvn;{Zwð´ñ0 l°±we³^Ô6s
9tkuvnp{Zwð´ñ  

! action.summary_index._name = <index> - |}�§¨ú+¹³^Ô6s9tkuv]¼½n��wð´ñ \]
|}ZÀ±]³^Ô6s9tkuvn?@w¹qrWä\\Z¼½n§¨wð´ñ  

! action.summary_index.<field> = <value>: ��6b�/®ùanÍ±weä³^Ô6s9tkuvZs9tk
uvú+¹k|}��Z� wð´ñ  

ö):"\]��6b�C®ùaWä|}nm�weäs�9�t6zn§¨´µ÷Zä³^Ô6s9tkuvZ[ð+µs�9�
]À±nÏSZ´µ/z�3]-llwe?Ãwð´ñ\]Ð6Wä}°�´'äÕfZ��6b�C®ùan [c�¯¹ëd³
^Ô6s9tkuvn°±wëd�p56wedð´ñ" "

ª#kX567189("#^@A�#6Y"

³^Ô6s9tkuvWä#$%&'("Î,Ï ]s9z�26vð¹W³^Ô6s9tkuv]jß6��^9�no¿>ZüÃ�³
^Ô6s9tkuvn?@´µqrZA�lëµ-5]�æjß6��^9�nUæwedð´ñ" "

! 0--!'Ì*: ³^Ô6s9tkuvWäaddinfo�^9�noÿeäO®]|}Z4´µ�`#ë%&n¯c��6b�n
ä³^Ô6s9tkuvZØ§ú+µ|}��Z� wð´ñ | addinfo n}°]|}Z� ´µlä³^Ô6s9t
kuv�s9tkuvú+µl.]�pë��'·­+µ¬Pµ\l'�»ð´ñ  

! P*%%,PM: ³^Ô6s9tkuvWäcollect noÿe|}��n³^Ô6s9tkuvZs9tkuvwð´ñ | 
collect noplä}°]|}��n?]s9tkuvZs9tkuvwð´(collect �^9�1��89nop)ñ  

! • *T,1%0$: overlapnoÿeä³^Ô6s9tkuv]�òl$�nÀ±wð´ñoverlapWä³^Ô6s9tku
v>�zs{vz9�®'$�´µøX query_id]s�9�n|}äð¹Ws�9�'*Öedµ~�#ë÷�nÀ±
wð´ñ  

ª#kX567189($À��@Ag¡bN�~��"

#$%&'("Î,Ï ]|}1��89«saÝ����³^Ô6s9tkuv]jß6��^9�no¿>Z³^Ô6s9tkuvn
°±´µqräð>äindexes.conf �?]s9tkuvn°±´µ�pZ³^Ô6s9tkuvn°±´µA�';�ð´
ñüÃ�s9tkuvn°±´µì!ZcdeWäò4]/s9tkuv]¡�Zcde3nIJwexùúdñ 

  



�>"

$�: indexes.conf Z ¨¹¾¿n;{Z´µZWä#$%&'( nÚdÃ´µA�';�ð´ñ  

[<"��nðlY¹d|}n #$%&'("Î,Ï ]|}56¬­m�wð´ñ" "

! |}]~�×ØnA>ï�wexùúdñ|}�F@ú+µ��]�Wä|}æZ°±w¹|}���+]õN®nÿ
¨ëd�pZ´µA�';�ð´ñ  

! t6zZéæ´µzs{s9z65b(10Ää2~�ä1Aë.)nA>éêwexùúdñ(Splunk Web]s9z65
b°±ZcdeWä@6Ø6^_`ab]/ÚÛ|}]vá7`6Ô9�3nIJwexùúdñ)  

2. addinfo |}�^9�noæwð´ñ | addinfo n|}]õ¼Z� wð´ñ  

! \]�^9�Wä³^Ô6s9tkuvZØ§´µ¹YZäcollect �^9��A�l´µs�9�Zä|}Z4´µ
%&n� wð´ñ  

! íZ | addinfo n}°]|}Z� weä³^Ô6s9tkuv�|}��'.]�pZP¨µ¬�jà`6wð´ñ 

3. collect |}�^9�n� wð´ñ |collect index=<index_name> addtime 
marker="info_search_name=\"<summary_search_name>\"" n|}]õ¼ZÕ wð´ñ  

! index_name n³^Ô6s9tkuv]¼½�¦§wð´ñ 
! summary_search_name n\]|}��ns9tkuv�PcÖµ¹Y]Ð6l¦§wð´ñ  
! *T,1%0$ |}�^9�noæwes�9�nF@´µqrWäsummary_search_name *must* n°±wð´ñ  

ö): ,íWäÈÉú+edµsummary_indexa×6�au�89noæ´µ�pZwexùúdñaddinfo ��� collect 
noÿ¹°±ZWävá7`6bÉy|}�³^Ô6s9tkuvs�9�nF@´µl»ZA�lwëddxc¬]I�üý
'A��´ñ¤Z,©w¹~�×ØZf´µ³^Ô6s9tkuvnb,Y´µqrZüÃZ�µ°±'A��´ñ  

ª#kX567189@A~�"ÈÉÊË"

¡­¬]�æ�ä³^Ô6s9tkuv]jß6��^9�no¿>Zä³^Ô6s9tkuv]ßä`j6�|}n°±´µ
qrWä�w~�n¬Öeè�ì!nÞ¦wexùúdñ³^Ô6s9tkuv�Wä-]8Z.'�ð´ñ³^Ô6s9tk
uv]Ø§Zoæ´µ|}]±ÐnûÖµ¹Yäm÷Zjß6�w¹d|}noæwð´ñ" "

�x]³^Ô6|}ZWäZr/Þ'4îwð´ñ²¨³ä�s9s9tkuvZ!A�0¤�]s�9�'t ´µ�ä½A
[A]�©sa'�6bhðZ45´µºg [=R] Oåa�jv]|}njß6�wð´ñ" "

³^Ô6s9tkuv�m�w¹øX|}]��n³^Ô6s9tkuvZØ§´µlä/Þ#Z¡X6ë��n·µtuó'
Þxë�ð´ñ³^Ô6s9tkuvZØ§´µ|}n±Ð´µl»Wä\+­]b6bZoÿe³^Ô6s9tkuv|}¬
­F@ú+¹Zr/Þ]ÓwnGºúHexùúdñ"

" "



�;"

üH%0XG@A"%BC9!2%Xk6J"

³^Ô6s9tkuvZØ§´µ|}Wä¸¬­Zm�ú+µ¹Y¹s9tkuvZfweõl#Zm�´µ|}]~����
d�1�vá7`6bwexùúdñtuë���d~�×Øn°±wexùúdñ²¨³ä!A/�k�3jß6�n?@´
µA�';µqrWä³^Ô6s9tkuvZØ§´µjß6�W [~�n¸òZ³9�bn��wð´ñ" "

&'"ª6S'g(Ù��üH%0XG@A"�~"

³^Ô6s9tkuvnZØ§´µ|}�Wä³^Ô6s9tkuv�m�´µ|}���N�]³9�bn|}wex
ùúdñ²¨³ä¡XOåa�jv]ºg"=¤n!A³^Ô6s9tkuv�|}´µÞ¦';µqrä¡XOåa�jv]
~�?ºg[==¤n³^Ô6s9tkuvZØ§´µ|}n°±wð´ñ" "

\]ì!ZWä¸�`#ë³9�bÄZ'��N����¬­Z�¿+µ¹Y¹ºg [=¤jß6��/Þ#ZÓw]Þd��'
·­+µäºg D=¤ð¹W >=¤]¡X Oåa�jv]jß6�Z¾¿´µqrZ23ó';µldp Dc]å=';�ð´ñ" "

³^Ô6s9tkuv]jß6��^9�Wäº�ë³^Ô6s9tkuv]uÓÔnm�´µ|}��N»ë³9�bnÂÃ
#Z��wð´ñT]¹YäX6ës�9�t6z�³^Ô6s9tkuvn?@wð´ñ\]�^9�noæwëdqrWä
head �^9�noÿeä³^Ô6s9tkuv�m�´µ|}��N�]³^Ô6s9tkuvßä`j6�|}]³9�b
néêwð´ñcð�ä~�?]³^Ô6s9tkuvßä`j6�|}ZW | head=100 nodäº�ë³^Ô6s9tk
uv]AV|}ZW | head=10 nodð´ñ  

�)*+gÚ�@A"�~"

³^Ô6s9tkuvßä`j6��9�|}�45n�wä³^Ô6s9tkuv]jß6��^9�noæwëdqrWä
 $45n·µ|}n°±´µA�';�ð´ñ" "

²¨³ä~�?äAVä6V�45Ë7~�]jß6�n?@´µlwð´ñ\+n�pZWä/~�453�45we/A�
453nF@wð´ñ*"ë'­äA�45Wäk/~�453]s�9��'øX�ëdqrWäX6Zë�ðH(ñ $4
5xunopläXwd/A�453n·µ\l'�»ð´ñ" "

-]�OWästats ��� eval�^9�n sum /Þa�Ôá6zl8æweä $45�A�45Ë7~�nX6Z°�w
ð´ñ\]²�Wäeval �^9�'45Ë7~���rÞ45Ë7~�nÄ¶w¹��lëµ daily_average ��6b�
nF@wð´ñ  

| stats sum(hourly_resp_time_sum) as resp_time_sum, sum(hourly_resp_time_count) as resp_time_count 
| eval daily_average= resp_time_sum/resp_time_count | .....  

üH%0XG@Ag9!2%Xk6J:+7X>",-cde)�g./"

º:] Dc]b6bZ ¨eät6z�ò���$�nõë�Z´µZWä³^Ô6s9tkuvZØ§´µ|}]vá7`6
b]s9z65b����ºn6mZ°±wð´ñ" "

³^Ô6s9tkuv]t6z]�òWä³^Ô6s9tkuv�s�9�Zs9tkuvnÕÖ­+ëdqr]~��´ñ\
]�òWä,-]qrZÃF´µtuó';�ð´ñ"

" "



�H"

! splunkd �ÂÃw¹  
! �þÚÛÉy|}(³^Ô6s9tkuvÕ»)]m�Z~�'¬¬�äV]�þm�~�n©9e�m�wedµñ ²
¨³ä,ím�Z 7Ä¬¬µ|}Zä5ÄølZ³^Ô6Zt6znØ§´µ|}nvá7`6Ô9�w¹­ä½]|}
'l¿­ëdlV]|}nm��»ëd¹Yä½¾'ÃFwð´ñ 

$�WäøXzs{vz9�n+;´µ³^Ô6s9tkuv(øX|})]s�9��´ñ$�s�9�Wä³^Ô6s9tk
uv�?@w¹jß6����/Þn¾:úHð´ñ$�WäÚÛ|}�°±w¹~�×Ø'|}]vá7`6b]¬w���
xëµäð¹W collect �^9�noÿeüÃ�³^Ô6s9tkuvnm�´µlÃF´µqr';�ð´ñ  

ª#kX567189�~"v"

\]²�Wäsavedsearches.conf Z��ú+µ'2Ü/Þ]³^Ô6s9tkuv]°±n�wedð´ñ-Z-Ñú+µ
Ð6WäÚÛÉy|}/MonthlyWebstatsReport3]³^Ô6s9tkuvn;{Zweä³^Ô6s9tkuvZØ§ú+
µks�9�Z 2008]®n¯c Webstatsreport ��6b�nÕ wð´ñ  

#name of the saved search = Apache Method Summary  
[Apache Method Summary]  
# sets the search to run at each search interval  
counttype = always  
# enable the search schedule  
enableSched = 1  
# search interval in cron notation (this means "every 5 minutes")  
schedule = */12****  
# id of user for saved search  
userid = jsmith  
# search string for summary index  
search = index=apache_raw startminutesago=30 endminutesago=25 | extract auto=false | stats count 
by method  
# enable summary indexing  
action.summary_index = 1  
#name of summary index to which search results are added  
action.summary_index._name = summary  
# add these keys to each event  
action.summary_index.report = "count by method" 

ª#kX567189(dÄ01g2u�3"4"�~V�5'"

savedsearches.conf ]°±Z ¨eäindexes.conf ��� alert_actions.conf Z�³^Ô6s9tkuv]°±
';�ð´ñ 

Indexes.conf Wä³^Ô6s9tkuv]s9tkuv°±nÍ±wð´ñAlert_actions.conf WäÚÛÉy|}Z4
5ÕÖ­+¹ÊÄ~]fË(³^Ô6s9tkuvn[�)nï;wð´ñ  

ö°: #$%&'(" vzk�]36ëÍ�'ëd�� alert_actions.conf ]°±nYZwëd�xùúdñ 
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